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Glossary and terms

Item Description

IDM|IdM Identity management (IDM) describes the management of individual
identifiers, their authentication, authorization, and
privileges/permissions within or across system and enterprise
boundaries with the goal of increasing security and productivity while
decreasing cost, downtime, and repetitive tasks. (Reference
Wikipedia)

1AM, IdAM Identity and Access Management.

IDV or ID Vault (XID primary Identity Vault. Central repository for IDM Identities.

application)

Application (App),
Connected System (XID
secondary application)
Application (App), Entity or
System (XID)

LDAP

LDIF

csv

XML

Attribute/Field

Input or Extract file

A system that connects to the ID Vault for purposes of Identity
Management.

An XID reference for a repository where an extraction file has been
configured for analysis.

Lightweight Directory Access Protocol. An application protocol for
accessing and maintaining distributed directory information services
over an Internet Protocol (IP) network. (Reference Wikipedia)

LDAP Data Interchange Format (LDIF) is a standard plain text data
interchange format for representing LDAP directory content and
update requests. (Reference Wikipedia)

Comma-separated values (CSV) file stores data in plain-text form and
represents columns using a delimiter character.

Extensible Markup Language (XML) is a markup language created to
structure, store, and transport data by defining a set of rules for
encoding documents in a format that is both human-readable and
machine-readable. (Reference Wikipedia)

Attribute may be used generically to describe either an attribute (e.g.
LDAP object) or field (e.g. database).

Attribute may be shortened to ‘attr’.

Data is extracted from a repository for use as an input into XID.
Terms Input and Extract can be used interchangeably.
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XID

Overview

XID is a Business Intelligence Data Analytics Solution that performs data integration simulation to
qguantify data readiness challenges at any stage of a project or to analyse integrated data as an audit
function.

Out of the box XID provides the following:

e Comparison between different data systems providing a report on account matching and
orphaned accounts.

e Attribute level comparison with business rule injection to determine authoritative attribute
anomalies.

e Active Directory, LDAP and Unix group analysis for elevated privileged accounts.

e Manager analysis identifying accounts without managers. This is for resolving accounts
without managers at an early stage of the project for products dependant on manager
population such as SailPoint.

e Rectification script generation that provides a means to bulk update attribute anomalies in
systems.

e Summary Report: Graphical report quantifying the anomalies found by the business
analytics.

e Detailed Report: Identifies each account and account attribute highlighting the anomaly
found.

XID can be part of the Identity Management professional and Data Analyst software toolkit so that
early data issue resolution can begin right at the outset of a project.

XID fits in any market where there is a need to have data analysed for one or many systems whereby
business rules can be injected into the analysis process for information arbitration.

The value of XID is that it can predict success or failure of integrating data from an Identity
Management perspective. Poor data quality can be an obstacle to completing a project on time or at
all if issues arise from anomalies with this data.

Rapid repeatable data analysis expedites this process and alleviates the need to employ multiple
analysts to perform analysis from the ground up with discrete electronic tools.
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Concepts

Project data readiness analysis can begin right at the outset, identifying data anomalies even before
installation of the big vendor IDM/IAM solution. While many solutions have their own data analytics
tools, often these tools cannot be utilised until the main product is installed which can take time.
This time can be put to good use with XID, getting data ready so that the main IDM/IAM solution can
get on with the task of managing Identities once installed and not rectifying data issues.

XID is enabler product for Identity Management projects. The product looks holistically at data in
different systems and correlates merge points for data items common between systems.

XID is designed to analyze data at a fixed point in time. This is achieved by gathering extracts of data
in LDIF, CSV or XML formats and creating a model on the production system.

As data issues (once located) cannot be rectified in real time, there is limited benefit from reading or
extracting the data in real time. A reasonably current extract is sufficient in data rectification when
applying the concept of data rendering.

Data rendering looks at a snapshot in time and attempts to rectify at least 80% of issues in the first
error detection/rectification pass that may take weeks, depending upon the clients’ inertia in
changing production data.

The 2nd and subsequent renders should work on a smaller error pool until an error level is reached
that the project can accept. The remaining errors can be handled as exceptions.

XID also remains abstracted from production systems for the following reasons:

o Difficult to obtain account to access data directly.

o Difficult to obtain authorisation level to extract all relevant data.

e Live data changes during processing can create a variant in the result set.
e Potential performance and/or operational impact to live systems.

e XID processes an agreed data set sanctioned by data owner.

Self-analysis of each application is also possible and an anomaly report is produced for the
application.

Basic entitlements can be analysed for each application with a report produced detailing users
without managers, elevated group privileges
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Match modes

There are two modes for matching:

e Parallel
e (Cascade

Parallel mode matches all Apps centric to primary Application (App) 1. Each Application is compared
against Appl in its entirety from Appl to App then in the reverse direction App to Appl. Any account
in the secondary App that cannot be matched to the primary App1 will be logged as an Orphan ‘App
-> Appl’.

Cascade matching will begin from App1l to the next downstream App. Once a match is found XID
searches the next selected App.

Any account that cannot be matched from App1 to any other App will be logged as an Orphan ‘App1
-> App’

Project

An XID Project is a representation of a physical Data project that encompasses Apps, Matching &
Business Rules.

An Application (App) is a reference for a repository where an extraction file has been configured for
analysis.

App 1 is the primary entity and can also be referenced as an Identity Vault (IDV) if this exists in the
architecture. Other Applications are secondary App.

If there is no designated primary App in the architecture then App 1 should be the App deemed as
most authoritative.

App 1 is represented as the central entity in the XID architecture tab.
Matching rules: Matching is performed from the App 1 to each secondary App selected for analysis.

The business rules allow comparison of Apps at an attribute/field level. Attribute(s) may be used as a
global reference to attributes and fields.
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XID Demo Data

XID is shipped with demonstration data that emulates a sample company. Data represents extracts
from the following applications:

e Novell/NetlQ ™ eDirectory ™ [Primary App 1]
e SAP™HR

e Oracle ™ Database

e Sun ONE LDAP

e  Microsoft ™Active Directory (AD)

XID has been preconfigured so that the 5 applications can be run “out of the box” and produce
results right away.

The XID full version has the following limitations:

e Program will expire biannually.

e Registered users will have access to a password that is used to login as admin. Full detailed
reports can be generated without limitation if authenticated.

e A user without the admin password can still use XID but the detailed reports are limited.

The XID demonstration version has the following limitations:

e Program will expire quarterly.

e Detailed reports are limited to 10 rows per application. The reports used to be encrypted
and decrypted by request.

e (Cascade wide report is not available.

Download

The XID full package can be downloaded from the following URL:
http://www.automation.co.nz/download/xid.zip

The file is an encrypted zip archive and the password will be supplied by Exact Identity.

The XID demo package can be downloaded from the following URL:

http://www.automation.co.nz/download/xidemo.zip
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XID Files

Extract the zip file to a folder on a Windows computer, for example, C:\XID. The zip program may let

you create a directory and it is best to have the files in their own directory. The ‘Image’, 'input’,

‘output’ and ‘output\xrecycle’ subdirectories are needed; please do not remove them.

File | Type | Purpose
Application Files
xid.zip | xidemo.zip Zip archive | XID archive prod distribution file.
xid.exe .exe Main XID prod executable program file.
xid.ico, xid1l.ico Icon file .ico | XID icon files.
xid_setup_proj.xml XML config | XID configuration file. This file must be located
with xid.exe.
XID_Test_Project_1_Ent_1_conf.xml | XML config | Contains the configuration for each application
XID_Test_Project_1_Ent_2_conf.xml XID has been configured to analyse. The
XID_Test_Project_1_Ent_3_conf.xml naming convention is:
XID_Test_Project_1_Ent_4_conf.xml <XID Project Name> <Project
XID_Test_Project_1_Ent_5_conf.xml Esﬁﬁii—igiiiﬁihcatlon
Project Schema Files: XML config | Each application has a schema file with the
XID_Test_Project_1_*_sch.xml following naming convention:
* = Application Name <project name> <project
Schema Templates: no> <application name> sch.xml
IDV_sch.xml
JDBC2_sch.xml, JDBC2b_sch.xml Additional template schema files have been
LDAP2_sch.xm, LDAP2b_sch.xml included for the workshop exercise.
SAP2_sch.xml, SAP2b_sch.xml
AD2_sch.xml, AD2b_sch.xml
XID_Test_Project_1_match.xml XML config | Contains the matching rules configuration for
all applications. Naming convention:
<XID Project Name> <Project
Number> match.xml
XID_Test_Project_1_schmap.xml XML config | Contains the Schema Mapping rules

configuration for all applications. Naming

convention:
<XID Project Name> <Project
Number> schmap.xml

Application Input Files — subdirectory:

\input

xtcoad.csv, xtcoadb.csv Input .csv Active Directory CSV file 1 & 2
xtcoidvault.ldif Input Idif ID Vault — eDirectory LDIF file
xtcojdbc.xml, xtcojdbc2.xml Input .xml Oracle XML file 1 & 2
xtcoldap.ldif, xtcoldap2.1dif Input Idif LDAP application LDIF file 1 & 2
xtcosap.csv, xtcosapb.csv input csv SAP application CSV file 1 & 2
Application Output Files

XID_Test_Project_1_syslog.txt txt file XID sample project general log.

<Project Name> syslog.txt
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File Type | Purpose

Application Output Files — subdirectory: \output

XID_Test_Project_1_reportlogen.csv Report | General information such as
<Project Name>7reportlogen.csv cSsv Successful match|ng'
XID_Test_Project_1_matchorpans.csv Report | Matching, Orphan and Duplicate
<Project Name> matchorphans.csv csv Match report.
XID_Test_Project_1_busrulegen.csv Report | Business Rules report.
<Project Name> busrulegen.csv csv
XID_Test_Project_1_busrulegenwide.csv Report | Business Rules Wide report.
<Project Name> busrulegenwide.csv csv Cascade mode onIy.
XID_Test_Project_1 repstats.txt Report | Report statistics and encryption
<Project Name> repstats.csv Txt key file.
XID_Test_Project_1_EntX_ Rect_ENme.txt text Application Rectification Files.

X = Application Number - ENme = Application Name files

XID_Test_Project_1_EntX_Rect_RollBack_ENme.txt text Application Rectification Rollback
X = Application Number - ENme = Application Name files Files.

XID_Test_Project_1_EntX_Rect_Control_ENme.txt text Application Rectification SQL

X = Application Number - ENme = Application Name files Loader compatible control files.

XID_Test_Project_1_EntX_Rect_Control_Rollback_ENme.txt | text Application Rectification SQL

X = Application Number - ENme = Application Name files Loader compatible rollback
control files.

zentsysdmpX.txt text The application dump memory files are

X = application number files for'tro'ublt'eshooting purpose.s and Provide
an indication of the translation of input
file to XID.

zentmemdmpX.txt text The application dump schema memory

files are for troubleshooting purposes the

X = application number files >
same as the system dump files.

Key Generation Files \output directory

<ReportUID> reportlogen crypt.csv Report | General information such as
csv successful matching. Encrypted
<ReportUID> matchorphans crypt.csv Report Matching, Orphan and Duplicate
Ccsv Match report. Encrypted
<ReportUID> repstats crypt.csv Report | Report statistics. Encrypted
Txt
<ReportUID>_EntX Rect ENme_crypt.txt text Application Rectification Files.
X = Application Number - ENme = Application Name files
<ReportUID>_EntX Rect RollBack_ENme_crypt.txt text Application Rectification Rollback
X = Application Number - ENme = Application Name files Files.
<ReportUID>_ EntX Rect Control ENme_crypt.txt text Application Rectification SQL
X = Application Number - ENme = Application Name files Loader compatible control files.
<ReportUID>_EntX_Rect_Control_Rollback_ENme_crypt.txt text Application Rectification SQL
X = Application Number - ENme = Application Name files Loader compatible rollback
control files.

The <ReportUID> is comprised of the computer name +
login name with an appended unique identifier.

The encrypted key generation files are moved to the
‘xrecycle’ folder and replaced by the decrypted
‘<ReportUID>*_dcypt.* file for each encrypted file.

\output\sample_detailed_reports folder | Decrypted detailed report sample
from demo input data.
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Run XID
The full XID version will be used for this manual.

Once extracted, the program can be run by double clicking the executable program in Windows
explorer.

e Run:xid.exe

e The XID Password box is displayed. A password is supplied when purchasing XID. If the
password is known, enter the password and click 'OK' or press <enter>. If the password is
correct then XID runs in admin mode.

e |f the password is not known or XID is being evaluated then do not enter a password and
click 'OK'. A box is displayed indicating the password is not correct. Once the box is closed
XID continues in user mode. User mode is fully functional but the detailed reports are
limited. Note that the cascade wide report is not available for the demo mode.

ﬁ Exact Identity - XID - admin

File Edit Report Tools Window Help

= El !-Il Project Mame: -

Path: [c Project]-Architect | Prgject]-Match | IDV-Ent2_Schems |

[ Verbose Display _
@
R. Conf Stop

B XID Password — O X
Password: |
21D Version: 2012.2.313.10 Rev. D

oK
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XID starts and opens the last
configured.

¥ Exact identity - XID - admin

File Edit Report Tools Window Help

=0 | SR N Menus

Path: |C:-\temp'xidbase'\wid demo\319.10'

[~ Verbose Display
Session Control Panel

2
R. Conf

@

Stop

Info List box

Working With:
Progess:
Status:

1 XID Test Project

Project Name: XID Test Project

Project]-Architect \Prqsm-nacm 2App1-54P_Schema | 34pp1LDAP_Schema | 4App1JDBC_Schema | SApp1-AD_Schema| 1.4p; 4| »

open project. The system architect tab displays the applications

Architecture and Application tabs

B——

XID initial configuration

The global configuration file xid setup proj.xml should reside in the same folder as the XID

program.

The global configuration file stores the project name, project number and the location method for

application input files.

The output file delimiter needs to be set to match that of your system. The shipping configuration is

set to use the comma. If the computer system running XID uses a character other than a comma for

the Csv delimiter

then

XID can be updated

follows.
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Output File CSV delimiter setting

The following shows how to update XID to accommodate a computer system that does not use
comma as the CSV delimiter character.

1. RunXID.
2. Click ‘File’ and select ‘Project Setup’.

# oo MR

File | Edit Report Windaov

MNew

Open

Close

Refresh Project
Project Setup

3. Change the ‘Output file delimiter’ to match that of your system. Note: Enter ‘#9’ without
guotes for a ‘tab’ delimiter.

% xid Project Setup - O
Project Setup - Edit PriUID: 1XID TestP1 302070936
Customer: ®ID Test Co ~Connected Systems
System V¥ Entity
Integrator (51} | 5 Eriit 2
*optional L
mtity 3

=
Project No: |1 ™

Project Name: |<ID Test Project

<

ritity 4

<
m m m m

<l

Path - &uto Detect or Manual: [2UTO -

DOutput file delimiter: |
Refresh |

Path: [E: ‘temphwididemo

4. Click OK.

5. Save the Project by clicking the ‘Save’ icon El or by clicking ‘File’ then selecting ‘Save’.

0 ==

Project Saved!

6. Click ‘OK’ to close the ‘Project Saved!” message.
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Note: It is recommend that the path is not changed. The path will be set automatically to where XID
was extracted and will possibly be different for each XID installation. The ‘Path — Auto Detect or
Manual’ setting should remain set to ‘AUTO’. XID will reference the application input files from the
detected path when set to auto and the value in the ‘Path’ edit box is ignored.

Reporting
The sample demo system is preconfigured to run “out-of-the-box”. A report can be run as follows:

1. Select the “Architect” Page.
Click on the applications to be included in the report. To compare one or more applications,
the central application 1 must be selected together with at least one other application. The
following shows the ID Vault eDirectory, SAP and LDAP selected. The green indicator appears
when an application is selected. Click again to deselect.

3. Click the 'Run' button or click ‘Report’ and select ‘Run’.

‘ b Exact Identity - XID 0
Eile Edit Tools Window Help

=@ ]_Run |
Report Summary O —

Report Detail

Report Config

-
Y L] 1 Generate XID Key = #
| l 2 Process XID Unlock Key R Conf Clear

Clear Report

Projectl-Architect | Projectl-Match | 2.App1-SAP_Schema | 3. App1-LDAP_Schema | 4App1-JDBC_Schema | 5.App1-AD_Schema | 1App] Schema

FLOAPZ u g

7 sAD2

4.JDBCZ
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Report Results

The report window displays the processing during the report and the results build in the architect
section.

[

f& Exact Identity - XID - user:demo

File Edit Report Tools Window Help

EDEBBEN

Citempixidideployi 190515 demoa’,

Projectl-Architect | Project]-Match | 2 Appl1-S4F_Schema | 3 Appl-LDAP_Schema | 4.4ppl-JDEC Sct

# D} [
R. Conf Clear Bun Stop

a

23APZ SAPZ accnts: 66
eDirto SAP match:54
eDirto SAP orphans:2
SAP to eDir match:54
SAP to eD0ir orphans:2

ID_Vault accnts: b6

T ILDAP2 a
eDir - 1D_Vault loaded inta rmemary = 5AD?
SAF - SAP? loaded into memaory oo
LDAP - LDAPE loaded into memany — 1
[Processing owputencyprecpeelel vode 3 owzenses 11D_veul

eDirto LDAP match:51

eDirto LDAP orphansb
LOAF to eDir match 51
LDAPR to eDir orphans:0

4.JDECZ

The results for total accounts, matches and orphans are displayed as each application is processed.
The list box will display the loading of applications.

SAPE aconts: BB

eDirto SAP match:b4
elirto SAF orphans:2
SAF to eDir match:bd

SAP to eDir orphans:2
ID_“%ault accnts: 56

&
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Report Summary

To display the report summary click ‘Report’ then select ‘Summary’.

% Exact Identity - XID - admin

File Edit Report Tools Window Help
L]
Run B |
Report Summary > Summary
Report Detail Summary Self
Report Config play
1 Generate XID Key
2 Process XID Unlock Key
Clear Report
XID Reports X
SU mma I'y Re port 1:XID Test Project Application Matching
Matching and Orphans App1 (P toApp (S) -> | <-App (S)toAppl (P] | 80
App | Accountsl In smpe| Malch>| Drpharr)l <—Malch| <-Orphan | ;g
1D_Vault 56 56 50
SAP2 56 56 54 2 54 2 0
LDAPZ 55 51 51 5 51 0
30
20
10
Business Rules - App1 (P) to App [S] -> matched | 0
App I Description I |ssues I Accrtslmpacled] SAP2 LDAP2
1D_Vault 10_ault core data averwrite by SAP2 1 [W Accounts W Match W Orphans P-=S Ml Orphans S»P ||
S4pP2 SAP2 core data overwrite by [D_Yault 1
Totals > 2 2
ID_Vault 1D_Yault core data avenwrite by LDAP2 0 Business Rules
LDAP2 LDAPZ core data overwite by 1D_Vault 29 M 1 1D_Vault impact
Totals > 29 28 W 1 SAPZ impact
[ 29 LDAP2 impact
General |
App | Account Control Discrepancy I |mpacted| Detailed ltems I
1D_Vault Inactive in 1D_Vault but active in SA.. 1 1
Report Totals 5
41 Total
B #1 Detaied _ave |
Wz0mphS
"""""""" E7Orph P Print
Discrepancy Totals 0 31 Bus Rule
Report Section | Description I Sub Tnlall Detailed Total I O1Gen TOR™Y
App Matching Orphan accounts: Appl - App 7 7
System Matching  Orphan accounts: App -» Appl 2 2 Cancel
Business Aules  Data Flow kil n 1w B T =y
General Account Control 1 1
P 170430124528 Totals - Issues: 41 Detailed Report____ 41 ] e e s et m

The summary shows the Application Matching, Business Rule and Account Control totals with

corresponding graphs to the right.

The Application Matching and Business Rules for parallel mode display only the matches from the
lifecycle primary application (ID Vault) to the secondary system. Refer to the appendix section
“Match Modes” for a description of “Parallel” and “Cascade” Modes.
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The report can be saved to a bitmap file by clicking ‘Save’. The file will be saved in the ‘output’ folder
with the name ‘<ReportUID>_summary_report.BMP’.

Report Detail

The Report Detail option provides a quick method to view the detailed report. Each report is saved
as a CSV file that can be opened using a spread sheet such as Microsoft Excel.

To access the report detail, click ‘Report’ and select ‘Report Detail’.

The Report Detail comprises ‘Match Orphans, ‘Data Flow’ and ‘Report General’ tabs and are
encrypted if in user mode or if using the demo program.

The following shows the decrypted detailed reports. The full sample files are located
‘..\output\sample_detailed_reports’.

hatch Omphans | Data flaw | Report General |

0 QOperation | Directive |ID\/ uid |\D\/ dn DY firstname | 1DV \astnamelApp uid |Appﬁrstnam4/—\pp lastname [Description

1 Qrphan (1D _Wault-> SAPZ 20000065 |cn=Bloggs..ou=Active ou=Users.o=xidtestco  Joe Bloggs Mo match ID_Wault to SAP2
2 Qrphan  ID_Wault-> SAPZ 30000065 cn=BlogmanF.ou=Active,ou=Users,o=xidtestco  Fred Blogman Mo match ID_Wault to SAP2
3 Qrphan  SAPZ-» ID_Wault 100000633 Kath Peterson Mo match SAPZ to ID_Vault
4 Orphan  SAPZ-» ID_Wault 100000634 Becka Cookson Mo match SAPZ 1o ID_Vault

Match Orphans tab - XID_Test_Project_1_matchorphans.csv

Match Orphans  Data flow IRepm Genaral |

0 1O System \n{IDV uid |\D\/ dn |\D\/ firslnaIIDV IastnalApp uid |App hrstnﬂApp \aslﬂqDescnphUn
1 1D_Wault | SAPZ 10000001 cn=Smith..ou=Active,ou=Users, o=xidtes James Smith 10000001 James Smith ID_Waulttitle:Line Manager will be overwritien by SAPZ Pos
2 1D_Wault  SAPZ 10000065 cn=ReedM.ou=Active.ou=Users.o=xidtes Martha Reed 10000065 Martha Reed ID_Wault mail:Martha Reedy@xidiestco. com will overwrite ¢

Data flow based on business rules tab - XID_Test_Project_1_busrulegen.csv

hatch Orphanal Data flow Feport General |

Operation | Directive |\D\/ uid |IDV dn |\D\/hrstnallDVlastnaIApp uid |App hrslndApp Iastanescr\pmn |
hatch ID_Wault->10000001 |cn=SmithJou=Active,ou=Users,o=xidtes| James Srnith 10000001 James Smith Matched on 1D_VaultworkforcelD to SAFZ Employee MNi
hatch ID_Vault-> 10000002 |ch=Johnsond au=Active ou=Users.o=xid John Johnsan 10000002 Jahn Johngon  Matched on ID_VaultworkiorcelD to SAPZ Employee N1
Maich ID_Vault-> 10000003 cn=Williamsh,ou=Active,ou=Users,o=xic Mary Williams 10000003 hdary Williams  Matched on ID_VaultworkforcelD to SAFZ Employee M

WM =] =

Report General - XID_Test_Project_1_reportlogen.csv

The business rule wide report is generated in cascade mode is only available to view in a
spreadsheet for registered users. The file is located in the '..\output' directory and is named:

<Unique identifier>_busrulegenwide_dcrypt.csv
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Run a new report

A new report can be run after clearing the existing report.
1. Click ‘Report’ and select ‘Clear Report’.

% Exact Identity - XID - admin
File Edit Report Tools Window
Run
Report Summary >
Report Detail
Report Config
1 Generate XID Key
2 Process XID Unlock Key

Clear Report

2. Click ‘Yes’ to confirm the action.
3. Inthe architect tab, select the applications to be included in the report.

4. Click the ‘Report’ menu and select ‘Run’.
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5. The architect tab shows the results summary for each application.

&

SAP2 accnts: BB

eDir to S4P match:54
eDir to SAP arphans: 2
SAP to eDir match:54

SAP to eDir arphans: 2
ID_Vault accnts: 56 P

LDAPZ acchts: 55 ia
elir to LDAP match: 51

elir to LDAP orphans:5
LDAP to eDir match: 51 ADZ accnts: 54
LDAP to eDir arphans:0 eDir to AD match:54

eDir to AD orphans:2
AD to eDir match: 54
AD to eDir orphans: 0

JDBCZ accnts: 55

eDir to JDBC match 54
eDir to JOBC arphans: 2
JODBC to eDir match:54
JDEC to eDir orphans:0

6. The list box displays a summary of the report process.

eDir - ID_Yault loaded into memory
SAP - SAP2 loaded into memory
LDAP - LDAP2 loaded into memory
JDBC - JDBC2 loaded into memory
A0 - AD2 loaded into memory
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7. View the report summary by clicking ‘Report’ and selecting ‘Summary’.

XID Reports X
Su mmary Re pOl’t 14D Test Project Application Matching
Matching and Drphans 1[F)to -> | <-App [5]to Appl 80
App Accounts | In scope | Match-> | Orphan-> | <-Match | <-Orphan ;g
1D_Vault 56 56 50
SAP2 56 56 54 2 54 2 «
LDAP2 55 51 51 5 51 o - N R RN
JDBC2 55 54 54 2 54 0 (N B SENEEE DB D T
4D2 54 54 54 2 54 0 eI BEEIREEE B Ui RS =L
10
Business Rules - App1 (P) to App (5] > matched | ol—t e bm | e aw
App l Description I |ssues I Acenits Impacted SAP2 LDAP2 JoBcz AD2
ID_Vault ID_Yault core data avenwrite by SAP2 1 [ Accounts M Watch M Orphans P->5 M Orphans S>P ||
SAP2 SAP2 core data overwiite by ID_Vault 1
Totals 2 2 2
1D_Vault 10_Vault core data ovenarite by LDAPZ 0 Business Rules
LDAP2 LDAP2 core data ovenwrite by ID_Vault 29 M 3 ID_Vaul impact
Totals > 29 28 W 1 SAP2 impact
1D_Vault 1D_‘ault core data averwrite by JDBC2 1 LDAPZ impact [ 29 LDAP2 impact
JDBC2 JDBC2 core data overwite by ID_Yault 1 [ 1 JDBC2 impact
Totals 2 2 1 [SAPZimpact | [ .19 AD2 impact
ID_Vault 1D_Yault core data avenwrite by AD2 1
AD2 AD2 core data overwrite by 1D_Wault 19 = S
Totals B 20 20
General |
App | Account Control Discrepancy [ Impacted [ Detailed Items _| [JoBC2 impact | =
1D_Vault Inactive in 1D_Vault but active in SAP2 1 1
1D_Vault Inactive in 1D_Vault but active in AD2 1 1
AD2 Active in ID_Y ault but inactive in AD2 1 1
Report Totals
. S 69 Total s
e B 59 Detailed Ll
80 W20rph S
= — | gg E 11 0rph P Print
ISCrepancy 53 Bus Rule
Report Section | Description | Sub Total | Detailed Total ﬁ 03 Gen 0K
App Matching Orphan accounts: App1 > App 1" 11 30
System Matching  Orphan accounts: App > Appl 2 2
Business Rules  Data Flow 53 53 =L
General Account Control 3 3 1:
[p1704301 34129 Totals - lssues: 69 Detailed Report: 69 | e T

8. Click ‘OK’ to close the report summary.
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Report Configuration

1. Click ‘Report’ then select ‘Report Config’ or click the 'R. Conf' button.

Path: |I: Atemphridbasehwid. demoh313.10%

[~ Werbose Display

@

Stop

R. Conf

2. The 'Report Config' window is displayed providing options that impact the report output.

Report Priority Controls

Report Mode - Parallel
Report Mode - Cascade

Check Multiple Match

All Apps centric to primary Application (App) 1.

Wide business rule report is produced.

Parallel mode only: Duplicate accounts are searched.

Report Config X
Report Configuration
Report Control Report Input Report Mode
App Self Analysis r Include password r  Parallel
Check Multiple Matches r - click here to show
Pl r New User Password I I e
Business Rule strict case v
Match Rule strict case v Value label I base 64 v
Include Inactive |dentities v Date cut off [yyyymmdd) |20160601 LDIF verl r
L[escce 5000 Date averide r
Encrypt r
Path: |E:\temp\xidbase\xid. demat319.104
Input File1: |stcoidvault. Idi .
Input File2: [stcosap.csv REpOﬂ Inclusion
Input File3: [xtcoldap.Idif Matching App1/Primary to App/Secondary =
) . Match: App1 to App v
Input Filed: |xtcojdbe. kmi Match: App1 to App - App1 Diphans [
Input FileS: |#tcoad.csv Match: Appl to App - Duplicate Matches F
Matching App/Secondary to Appl /Primary
Match: App to App ~
Match: App to Appl - App Orphans (hon iftecycle 7
managed)
Match: Apr pl - Duplicate Matche v
Repart Other Business Rules
Path Lock [~ FulAD - Business Aules Data Flow v
Input Override [~ Migration Strip " <> r e T
Mem Laad = Include DirxML associations [ Active Aocount in App1 but inactive in App v
Include ACLs r Inactive Account in App1 but active in App 2
Cancel
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Report Control

Setting Values Description

App Self Analysis true/false  This looks at the individual application(s) individually
checking information such as missing managers, elevated
privileges if entitlements are configured. If only one
application is selected for a report then the App Self
Analysis checkbox is selected automatically.

Check Multiple Matches true/false  Parallel mode only: Duplicate accounts are searched if
selected.
Fuzzy Matching true/false  When set to true data transformation rules are applied

that allow dissimilar formatted attributes from different
applications to be converted and compared.

Business Rule strict case true/false  True: The attribute comparison must exactly match
between apps regardless of case. False: The attribute
comparison is case independent.

Match Rule strict case true/false  True: The match attribute comparison must exactly match
between apps regardless of case. False: The match
attribute comparison is case independent.

Include Inactive Identities  true/false If the LDAP datasource has an 'Inactive' Identity store then
this can be configured on the Application. Inactive
Identities can be included or excluded depending on the
requirement.

Report Mode Parallel All Apps centric to primary Application (App) 1.

Cascade Cascade matches Appl to the next downstream App.
Once a match is found XID searches the next selected
App. The wide business rule report is produced.

Report Inclusion

The report inclusion can be changed to select or deselect items that are to be included in the report.
This allows customisation of what detail will be highlighted. If, for example, only orphans are to be
included then ‘Business Rules’ and ‘Account Control’ information can be excluded.

The primary use for making the report configuration change is to ensure only required items are
selected for line item or per issue billing.
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The configuration can be updated and a summary re-displayed without having to re-run the report.

1. Click ‘Report’ then select ‘Report Config’ or click the 'R. Conf' button.
2. The following displays the default settings for the demo version. The greyed items cannot
be changed in this version of XID.

Report Inclusion

Matching &pp1/Prmary to App/Secondary

o
Match: Appl to App - Appl Orphans v
o

Matching App/Secondary to Appl/Primary

-
Match: App to Appl - App Oiphans [non lifecycle v
managed)

v
Business Rules
Business Aules Data Flow v
Account Control
Active Account in Appl but inactive in App v
Inactive Account in Appl but active in App v

3. To exclude the ‘Appl to App’ orphans for example, click the ‘Match App1 to App — Appl
Orphans’ check box. Note that the ‘Application to IDV’ orphans are the non-lifecycle
managed orphans that cannot be matched by the ID Vault.

Report Inclusion

Matching &pp1/Prmary to App/Secondary

Match: Appl to App - Appl Dphans

<q471%

4. Click ‘OK’ to update the report configuration. The change will be reflected in the report
summary without the need to re-run another report.
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5. Click ‘Report’ then select ‘Show Summary’. Orphan accounts ‘Appl -> App’ are now excluded
in the Detailed Report Total.

XID Reports

X
Summary Report 1 Test Project Appication atching
Matching and Drphans 1[P)to -> [ <-App [5]to Appl i
App Accounts | In scope | Match-> | Orphan-> | <-Match | <-Orphan ;{o)
1D_Vault 56 56 50
SAP2 56 56 54 2 54 2 0
LDAPZ 55 51 51 5 51 0
JDBC2 55 54 54 2 54 0 30
4D2 54 54 54 2 54 0 20
10
Business Rules - App1 (P) to App [S] -> matched | 0
App l Description I |ssues I Accnts Impacted I
1D_Vault 10_ault core data averwrite by SAP2 1 [W Accounts W Match W Orphans P-=S Wl Orphans S>P ||
S4pP2 S4P2 core data overwiite by ID_Yault 1
Totals > 2 2
ID_Vault 1D_Yault core data avenwrite by LDAP2 0 Business Rules
LDAP2 LDAPZ core data overwrite by 1D_Vault 29 M 3 ID_Vault impact
Totals > 29 28 W 1 SAPZ impact
1D_Wault 10_ault core data avenwrite by JDBC2 1 LDAF?2 impact [ 29 LDAP2 impact
JDBC2 JDBC2 core data overwrite by 1D_Vault 1 [ 1 JOBC2Z impact
Totals o) 2 1 SAPZ impact [ 18 AD2 impact
ID_Vaul ID_Yaul core data averwite by AD2 1
AD2 AD2 core data overwrite by 1D_Wault 13 = il
Totals > 20 20
General
App | Account Control Discrepancy | Impacted | Detailed ltems | [1DBC2 impact | =
AD2 ct
1D_Vault Inactive in 1D_Vault but active in SAP2 1 1
1D_Vault Inactive in ID_Vault but active in AD2 1 1
AD2 Active in 1D_Vault but inactive in 4D 2 1 1
Report Totals
W 59 Total S
% B 56 Detailed oy
50 WzO0mhs
I 70 [0 53 Bus Rule Print
Discrepancy Totals 60 03 Gen
Feport Section_| Description [ Sub Total [ Detailed Total | ﬁ
App Matching Orphan accounts: Appl - App 1 30
System Matching  Orphan accounts: App -» Appl 2 2
Business Aules  Data Flow 53 53 2
General Account Control 3 3 13
170508101434 Totals - Issues: 59 Detailed Report: 58 | (ot ) Ostatod | Orpty > 1 es Futa IR L Gen

6. Click ‘OK’ to close the report summary.
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XID Architecture

XID Architect

The architect screen displays configured applications and will update during reporting to indicate
application totals, matches and orphans.

Project]-Architect | Project1-Match | 24pp1-SAP_Schema | 3App1-LDAP_Schema | 4.Ap

) App/Application
@ Secondary

Appl

Primary

App/Application

Secaondary

App/Application

Secondary

The Primary App1 is always located in the centre with the secondary Applications (Apps) displayed in
a hub and spoke configuration.

An App can be edited by double clicking the application image.
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Match

The Match tab is where the following is configured:

Item

Application Type Sets the application type using the
combo box. The primary Appl must
always be the first application in the

list.
Application Set the name of the application
Name
Global Merge Determines the account lifecycle
Authority creation point for the company

Matching Rules Sets the matching attributes used to
match accounts between systems

S&P

LD&P
JDBC

Genernc

Marme

IID_\fauIt

Merge Authority
& Appl

" Application

IWD tkforcelD

LI |Emp|ayee Numberll
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The following shows the sample application Match tab configuration.

Project!-Architect  Project1-Match | 2.App1-54P_Schema | 3App1-LDAP_Schema | 4.4pp1-JDB

o XID
App1
Primary Name
|ID_Vault
~Merge Authority
SAP - & &ppl " Application " None
(@ |mlkfuoelD _I |Emplu:,lee Nurnber _| oy Matcl:l
¢ sync ( ighore @ ¢ sync (" ignore Iwz
Merge Authority
LDAP x| | & Appt ¢ Application " None
|workforcelD | Juid ~| o Matc!l
~Appl > App | B [ App > Appl
¢ sync ( ignore a * sync ( ignore ILDAF‘?
Merge Authority
& Appl " &pplication " None
|workforcelD w| |EmployesNumber | o Matclj
TAppl > App | [ [ App > Appl Name

& sync O ignore q & sync ¢ ignore IJDBl:z

Merge Authority
AD | | & Appl " Application " None
7 |workforcelD | |employeelD | 3 Hatclj
A ~Appl -> App | [® [Aep-> Appl | Name
@ sync " ignore a & sync ( ignore IADZ

23
Each Application has a match button to the right of the match pair. M
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The match button displays a Windows that provides further options for application matching.

Matching Rules  EnityName: sapz
Entity Type:  SAF

DV Application

Fulel IwarkforceID LI IEmpIDyee Mumber

Fule? IgivenName LI IFirstName

Rule3 Isn LI |LastName

Cancel

Rule 1 is the primary rule specified in the main matching tab. Rule 1, in this example, specifies that
Appl ‘workforcelD’ will be used as the attribute to match the Application ‘Employee Number’
attribute.

The combo boxes in Rule 2 and Rule 3 allow the selection of further attributes for matching
purposes.

In addition to defining matching rules there are operator buttons that define operator functions
between Rule 1 and Rule 2 and Rule 2 and Rule 3. The default operator rule ‘and’ can be changed to
‘or’ by clicking the button. The above example shows that the operator for the top button (blue
surround) has been changed to ‘or’ for Rule 1 and Rule 2.

The lower button with the green surround is set to ‘and’ for Rule 2 and Rule 3. This rule has an
additional bracket surrounding Rule 2 and Rule 3. The bracket will force Rule 2 and Rule 3 to be
processed first. The result will then be “or’d” with Rule 1.

@ and |
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To activate a bracket for Rule 1 and 2, click the blue shaded area next to the operator button.

To activate a bracket for Rule 2 and 3, click the green shaded area next to the operator button.

To deselect the bracket, click the bracket graphic.
Rules must be defined sequentially so that Rule 3 cannot be defined without having Rule 2 defined.
To clear a rule, select hyphen from the combo list. This action will clear the rule set pair.

Click ‘OK’ in the matching rule window to save the changes or ‘Cancel’ to abandon the changes.
Although the matching rule changes are updated for the session, the project will need to be saved to
update the changes permanently.
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Business Rules Schema Map

The application configured in the match tab is allocated a Schema Map tab page. The schema map
page allows mapping of App1 attribute values to the Application attribute values. For each mapping
a Merge Authority and authoritative rule set can be configured. XID also applies the term ‘Business
Rules’ to these settings.

Proiect1-Architect] Project] Match  2.4pp1-SAP_Schema |3.App1 -LDAP_Schemal 4 4ppl-JDB

Merge Authority | Appl-SAP ICAE
" Appl " Application + MNone Schema Map
AppT mpp | App > Appl '
|workfmceID _| |EmplnyeeNumI:|_| T - % P
Merge Autharity :
o Appl ‘» Application " MNone |
. . App >App | B Aep > Appl '
|Q|venName LI |F|rstNarne _| r e (5 igws @ ot e
Merge Authority '
" Appl + Application " None |
AppT >App | App > Appl '
|sn LI |Last Name —I " sync ¢ ignore % * sync O ignore
Merge Authority
‘e Appl " Application " MNone
: - #ppl >App B ~app > Appt '
|rnn:|d|eName LI |M||:|d|e N arme _| o5 O @ Sl
Merge Authority '
" Appl + Application " None
: Aol > App | B app > appt
|I LI |anatlon —I * sync ignore ‘@ * sync O ignore
Merge Authority -
‘e Appl " Application " Mone
- #Appl >App B ~app > Appt '
|ou LI |Elrg il —I " sync 0« |gnore @ " sunc O ignore
Merge Authority
s Appl " Application " MNone |
: e App1 >A|:|p [E> —2pp > App1
ikl Position Tith
|| ® j | astion THe J " sync & ignore Ve ® sync O ignote
Merge Authority {
(s Appl " Application " MNone |
. . Appl -> App | [ App > Appl '
|rna|l ﬂ |Ema||.f-\ddress j {¢ sync O ignore @ " sync (« ignore
| <= PgUp| =» PaDr| nage 1

The combo boxes are populated with the schema values specified in the Application configuration
page. The left combo box displays attributes from App1l. The right combo box displays attributes for
the Application.
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The following example shows the Appl ‘givenName’ attribute mapped to the ‘First Name’ attribute
in the SAP Application.

Merge Authority
" Appl f» Application " Mone
|giverName  w| |FistName — «| App1 -> App [© App > Appl

" gync {* ignore @ {* sync ¢ ignore

The Merge Authority is set to ‘Application” which indicates that in the event of attribute overwrite
arbitration, the Application will always overwrite unless the business rules set in ‘Appl -> App’ and
‘App -> Appl’ indicate otherwise.

o Appl -> App: Data flows from the primary App1l to the Application.

B Sync: Data can flow from App1 to the Application.

App
) . .
Ignore: Data does not flow from App1l to the Application. . App -> Appl
g o
£ 3
o App -> Appl: Data flows from the Application to the 2 =
primary App1. Appl ->App

< Sync: Data can flow from the Application to App1l.

@ Ignore: Data does not flow from the Application to App1.

For the [‘givenName’ -> ‘First Name’] mapping, the business rules have been configured so that
changes from App1 (eDirectory) are ignored and the changes from the App (SAP) are synchronised.

For the [‘I" -> ‘Location’] mapping, the business rules have been configured so that changes from
Appl and the App are synchronised. The Merge Authority in this example dictates that the
Application will be authoritative in a situation whereby App1 and App values differ.

Merge Authority
O Appl » Application " Mone

|| LI |Localion < | [ Appl > App B App -> Appl

(¢ sync " ignore, @ isync (" ignore
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The following shows the ‘givenName’ attribute selected for App1 and the ‘First Name’ attribute (that
corresponds to the App1l attribute) selected for the Application (SAP).

iveniName

Position Title
Ermail Address
Employment Sta. ™

The Merge Authority and business rules can then be set for the attribute as required.

The Page Up and Page Down buttons allow access to more pages so that more attributes can be
configured if required. 4 pgup| - pgDn|

Subsequent pages show similar settings but for the Application type specified in the Matching page.

To delete a rule; highlight a rule and press the delete key or select ’-* from the Appl and/or
Application combo boxes.
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The following is the LDAP Application schema map. The attributes in the LDAP schema are different

and are reflected in the combo boxes.

Project! -Architect | Project! Match | 2App1-SAP_Schema 3.App1-LDAP_Schema

4.App1-JDB

o
|workforcelD

=1 34

1

Schema Map {

[ App->Appl——
q " sync ©* ignore

Appl-LDAP

o
IgiverName

¥
;l I_u,'verName

Dl

=

& sync ¢ ignore

Appl > App— | [B

App -» Appl

1

o v »
Appl > App
Isn .ﬂ Isn .d G'ppsmc " ignore B

Ve {* sync ¢ ignore

App > Appl———

~Appl > App

& * sync  ighore

—&pp -> Appl
{* sync ¢ ignore

IMName ;' IMNama ;l e
“Appl > App
qu ;I qu ;I @ snc O ignore

—App > Appl
(% sync  ighore

Y
3
ﬁ‘

* sync ¢ ignore

—App -> Appl
" sync & ignore

~Appl > App
@ sync O ignore

—App -> Appl
" sync * ighore

- ~Appl > App—
* sync O ignore

—épp > Appl
{* sync ¢ ignore

@av av av av auv
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Application Configuration

Application configuration can be accessed by clicking the application graphic in the schema map

App1-SAP SAP ‘

which is SAP in this example. chema Map

Note that the application configuration can also be accessed by clicking the system graphic in the
matching tab. (¢

e

The application configuration specifies details for the Application such as file input information,
schema, account security and special account masking.

& xid Entity Config

- X
. - - System Type: SAP Project No:1 ISAD
2: SAP2 Configuration Cont File: XID_Test_Praject_1_Ent_2_conf.xml Entity:2 =
App Global .
Path User File |UsercP‘ema] Group | Secuity | XML | LDAP | Aux |
ID.\lemu\xidbase\xid.dﬂmo\S‘lEHU\ File Info Detect: |AUTD LI Line term: | ;I
A D;eclmy App Input File IxIchap,csv E;- Copy
-\
= Input Type Csv -
[ temp
E'E"::::fna CSV - Enfitlement defim | Header? Opt. enclosed Quotes?
—r— FarFd
£ image
£ output

File fist Refiesh EE;

AD2_sch.uml

AD2b_sch.xml
Exact_ldentity_demo_EULA_XID_140502 txt
1DY_sch.xml

JDBLC2_sch.xml

JDBC2b_sch.xml

LDAPZ_sch.xml

LD&P2b_sch.xml

SAPZ_sch.xml

SAPZb_sch.uml

‘WS_FTP.LOG

RD User Manual pdf

xid.exe

wid.ico

«id_setup_pioj.xml
HID_Test_Project_1_AD2_sch.xml
HID_Test_Project_1_Ent_1_conf.xml
RI0_Test_Project_1_Ent_2_conf.xml ]

File

XID_Test_Project_1_Ent_2_conf.xml

Cancel Help

Click ‘Cancel’ to exit the configuration if no changes have been made.
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XID Data Analysis Manipulation
Scenarios can be created by changing the input data or by changing the business rules in XID.

Input data change
The sample data is supplied in LDIF, CSV and XML formats and is located in the 'input' folder.

The files can be edited to change data or to remove or add complete records to a maximum of 60 for
the demo version.

Care must be taken not to alter the format so the data no longer matches the standard input format.
The files are also Windows Carriage Return Line Feed (CR LF) format. While this can be changed to
LF, the configuration will have to be changed in XID to indicate that system has changed input file
format. The last record for all files must have a CR LF after the final row.

Only a text editor can be used to alter the data. Suitable text editors include Windows Notepad,
Notepad++, UltraEdit, EmEditor etc. Applications such as Microsoft Word, WordPad are not suitable.

e IDVault—xtcoidvault.ldif

o The ID Vault App1l uses the ‘LDAP Data Interchange Format’ (LDIF). The first two
records are shown below.

o Eachrecord begins with dn: cn=<distinguished name of object>
Each attribute begins with the attribute name, colon, space then the attribute value.
The record completes with a blank row then the next record begins. The final record
finishes with a carriage return — line feed (CR LF).

o Attribute values can be altered in the file then the file can be saved.

dn: cn=SmithJ, ou=Active, ou=Users, o=xidtestco
givenName: James

middleName: null

sn: Smith

fullName: James Smith

initials: null

manager: null

workforceID: 10000001

ou: HR

1l: Paris

title: Line Manager

mail: James.Smith@xidtestco.com
telephoneNumber: 33110102
mobile: 33120103

loginDisabled: FALSE

cn: Smithd

dn: cn=JohnsondJ,ou=Active, ou=Users, o=xidtestco
givenName: John

middleName: null

sn: Johnson

fullName: John Johnson

initials: null

manager: cn=SmithJ,ou=Active,ou=Users,o=xidtestco
workforceID: 10000002

ou: Drafting
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1l: Seattle

title: Line Manager

mail: John.Johnson@xidtestco.com
telephoneNumber: 20610103
mobile: 20620104

loginDisabled: FALSE

cn: Johnsond

e SAP-xtcosap.csv
o SAP uses the Comma-separated values (CSV) format. Attributes have been optionally
enclosed with quotes that enable information with commas to be imported without
the creation of extra columns by applications that read the CSV file.
o Records can be deleted or added (to a maximum of 60 for the demo) by deleting or
adding a row. The last row must be terminated by a CR LF.
o Datain each row and column can be changed using a text editor.

"Employee Number","First Name","Middle Name","Last Name","Org Unit"

"10000001","James", "null", "Smith", "HR", "Paris", "Area Manager"
"10000002","John", "null", "Johnson", "Drafting", "Seattle","Line Manager"

e JDBC-xtcojdbc.xml

o The JDBC (Oracle Database) data is stored in XML format.

o Each record has an opening tag of <Record> and a closing tag of </Record> that
encapsulates the record fields.

o Field names have an opening field name tag such as <EmployeeNumber>,
<LoginName> etc.
The field values are contained within the opening and close field value tag.
A text editor can be used to change the values for each field. The field will not be
recognised if the field name is changed as these values map to the schema settings
in the XID configuration for the connected system.

o Entire records can be removed or added (to a maximum of 60 for the demo) using
the format used by the records that are in existence.

o The final row must have a CR LF.

<?xml version="1.0" standalone="yes" ?>
<User>

<Record>
<EmployeeNumber>10000001</EmployeeNumber>
<LoginName>SmithJ</LoginName>
<FirstName>James</FirstName>
<LastName>Smith</LastName>
<Location>Paris</Location>
<Department>HR</Department>

<Title>Line Manager</Title>
<EmailAddress>James.Smith@xidtestco.com</EmailAddress>
<PhoneNumber>33110102</PhoneNumber>
<Mobile>33120103</Mobile>
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<AccountStatus>Active</AccountStatus>
</Record>

<Record>
<EmployeeNumber>10000002</EmployeeNumber>
<LoginName>JohnsonJ</LoginName>
<FirstName>John</FirstName>
<LastName>Johnson</LastName>
<Location>Seattle</Location>
<Department>Drafting</Department>
<Title>Line Manager</Title>
<EmailAddress>John.Johnson@xidtestco.com</EmailAddress>
<PhoneNumber>20610103</PhoneNumber>
<Mobile>20620104</Mobile>
<AccountStatus>Active</AccountStatus>
</Record>

e |DAP—-xtcoldap.1ldif

o The LDAP system uses the ‘LDAP Data Interchange Format (LDIF). The first two
records of the LDIF are show below.
Each record begins with dn: cn=<distinguished name of object>
Each attribute begins with the attribute name, colon, space then the attribute value.
The record completes with a blank row then the next record begins. The final record
finishes with a carriage return — line feed (CR LF).

o Attribute values can be altered in the file then the file can be saved.

dn: cn=SmithJ, ou=Paris, ou=FR, o=xidtestco
givenName: James

sn: Smith

fullName: James Smith

uid: 10000001

ou: HR

1: Paris

mail: James.Smith@xidtestco.com
telephoneNumber: 33110102
mobile: 33120103

title: Line Manager
loginDisabled: FALSE

cn: SmithdJ

dn: cn=JohnsonJ,ou=Seattle, ou=US, o=xidtestco
givenName: John

sn: Johnson

fullName: John Johnson

uid: 10000002

ou: Drafting

1: Seattle

mail: John.Johnson@xidtestco.com
telephoneNumber: 20610103
mobile: 20620104

title: Line Manager
loginDisabled: FALSE

cn: JohnsondJ
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e AD-xtcoad.csv

o AD uses the Comma-separated values (CSV) format. Some attributes have been
optionally enclosed with quotes that enable information with commas to be
imported without the creation of extra columns by applications that read the CSV
file.

o Records can be deleted or added (to a maximum of 60 for the demo) by deleting or
adding a row. The last row must be terminated by a CR LF.

o Datain each row and column can be changed using a text editor.

dn, sAMAccountName, sAMAccountType, . .

"cn=SmithJ, ou=HR, ou=Paris, ou=FR, DC=xidtestco, DC=com", SmithdJ, ..
"cn=JohnsonJ, ou=Drafting, ou=Seattle, ou=US,DC=xidtestco, DC=com", Johnsond, ..

XID Business Rules change

The following example shows a report run with the business rules set as per the shipped XID
package. The business rules will be changed and the report will reflect this in the report.

1. Run areport selected SAP and ID Vault only.
a. Inthe architect section, select the primary centre App1 (eDirectory) and SAP by

clicking the Application icons. 1
_— / P SAP™
b. Click ‘Report’ and select ‘Run’.

N>
eD‘Irumg-'y
2. Click ‘Report Summary’ then 'Summary’.

3. Click the ‘Data flow’ tab. The following are the decrypted results for the detailed report.

Fieport General Log  Data flow |

0 ||Dv |System |m||Dv uid ||Dv dn |IDVfirstnamE|IDVIastname |Descripti0n
1 ID_%ault ESAPZ 10000001 cn=SmithJ, ou=A James Smith ID_%aulttitle:Line Manager will be overwritten by SAP2 Position Title
2 ID_%ault | SAPZ 10000065  cn=Reedh, ou=A Martha Feed ID_%ault mail:Martha ReedyExidiestco.com will overwrite SAFZ Em

4. The description indicates the following:
e James Smith ID Vault title attribute ‘Line Manager’ will be overwritten by SAP Position Title.

e Martha Reed ID Vault attribute will mail will overwrite SAP email.

5. Close the report detail window by clicking ‘Cancel’.
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6. Click the 2.App1-SAP_Schema’ tab.

Merge Authority
‘e Appl O Application " Mone
il | [PostionTite | [ #PP1 > App B> 4ep > Appl

" sync & ignore @ #* sync O ignore

Note that the App1 ‘title’ to App (SAP) ‘Position Title’ mapping indicates that changes from App1 will
be ignored (Appl->App set to ignore |@) and changes from SAP will update the ID Vault (App->App1l
set to sync & ). This will override the merge authority set to App1.

The following will reverse the business rules to make the Appl ID Vault authoritative for the title
attribute.

1. To change the business rules click the ‘sync’ radio button in the Subscribe section of the title
attribute. Click the ‘ignore’ radio button in the Publish section of the title attribute. The
business rules should look as follows:

Merge Authorty
(e Appl " Application " Mone
[t | [PosiionTite =] [ #PP1 > App > Ape > App?

* sync O ignore @ " sync @ ignore

2. Save the project by clicking the save icon H ‘ or by clicking the ‘File’ menu and selecting
‘Save’.

3. Click ‘OK’ to close the save confirmation box.

XID -

Project Saved!

4. Select the architect tab of the project.
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5. Clear the previous report by clicking the ‘Report’ menu and selecting ‘Clear Report’.

B sy S

File Edit [Report| Window Help

= Run

Show Summary

Path (Bg C ‘
C:hswhxidhO Report Detail

Clear Report
[ lachndal

Reselect the ID Vault and SAP for reporting as per step 1.
Click ‘Report’ and select ‘Run’.
Click ‘Report’ and select ‘Report Detail’.

Lo N

Click the ‘Data flow’ tab. The following shows the decrypted results for the detailed report.

Feport General Lag  Data flow }

0 |\D\/ ‘System Im|IDV uid |IDV dn |IDVf|rstnamE|\D\/Iastname |Descnpt|0n
1 ID_Wault ESAPZ 10000007 cn=SmithJ.ou=Actve, James Smith ID_Waulttitle:Line Manager will owverwrite SAPZ Position Title:Area Manager
2z ID_Waul  SAPZ 10000065 cn=Reedh.ou=Active hartha Feed ID_Vault mailMartha Reedy@xidiestco.com will overarite SAP2 Email Address:

The description has changed to reflect the business rule update so that James Smith ID Vault title
attribute ‘Line Manager’ will overwrite SAP Position Title. Previously SAP was authoritative and the

ID Vault attribute was being overwritten.

Click ‘Cancel’ to exit the report detail.
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Rectification/Remediation Files

Disclaimer: The Rectification/Remediation files are to be used with caution and are should be tested in a
Development/Staging environment before applying to any system that could impact production. The files
follow the detailed report modifications made by enforcing the business rules on the data. The updates need to
be checked to ensure that the authoritative repositories had the correct data in the first place. It is that reason
that the rectification files act as an assistance tool for experienced administrators only and should not be used
without first ensuring that the update is authorised with the updated data being checked as correct.

XID generates a rectification and rollback file. The files are encrypted and will be decrypted with the
detailed report.

LDAP Applications, such as Novell eDirectory, Sun ONE LDAP and Active Directory, can utilise the
Lightweight Directory Access Protocol (LDAP) Data Interchange Format or LDIF.

There are many tools that can be used to process the LDIF file and update the target directory.
OpenlLDAP, for example, has a suite of cross platform tools and ‘Idapmodify’ can be used to import
the LDIF files into Novell eDirectory and most LDAP compliant directories such as Sun ONE.

Novell eDirectory also has its own tool called ‘Import Convert Export’ (ICE) with options as follows:

. Novell iManager (Web based management tool) Import Convert Export Wizard.
o ConsoleOne (Cross-platform Java application) Novell eDirectory Import/Export Wizard.
. Command Line Interface (CLI). Support for Windows, Linux, Solaris, and AlX systems.

Active Directory employs its own tool called LDIFDE that can be used for Import/Export of LDIF files.

Multiple changes can be made per object but XID employs only one update per changetype or
object. This is by design so that updates can be easily segregated in the event that staging of updates
is to be rolled out.

All LDIF files have a comment line denoted by a ‘#’' character. The first item of the comment is the
line item number of the detailed report. This enables correlation between the rectification entry and
the XID Detailed Report.

The JDBC in the XID demo is representative of an Oracle database. XID produces an ‘SQL*Loader’
control file with a corresponding data file. There is also a roll back control and data file. There are
limitations with SQL*Loader in that existing tables cannot be modified. The process is to load the
rows into a staging table that can later be merged with the tables to be updated. This can also be
done for the roll back.

For Microsoft SQL Server a CSV file is created to support ‘Bulk Insert’.

For MySQL a CSV file is created to support ‘LOAD DATA INFILE’.
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Rectification File Samples

ID Vault Rectification LDIF:

# 1 ID Vault title:Line Manager will be overwritten by SAP2 Position Title:Area
Manager

dn: cn=SmithJ, ou=Active, ou=Users, o=xidtestco

changetype: modify

replace: title

title: Area Manager

# 54 ID Vault givenName:Martha will be overwritten by SAP2 First Name:Marthal
dn: cn=ReedM, ou=Active,ou=Users, o=xidtestco

changetype: modify

replace: givenName

givenName: Marthal

# 54 ID Vault telephoneNumber:852710166 will be overwritten by JDBC2
PhoneNumber:952710166

dn: cn=ReedM, ou=Active,ou=Users, o=xidtestco

changetype: modify

replace: telephoneNumber

telephoneNumber: 952710166

# 54 ID Vault mail:Martha.Reedy@xidtestco.com will be overwritten by AD2
mail:Martha.Reed@xidtestco.com

dn: cn=ReedM, ou=Active, ou=Users, o=xidtestco

changetype: modify

replace: mail

mail: Martha.Reed@xidtestco.com

ID Vault Rollback LDIF:

# 1 rollback ID Vault title:Line Manager will be overwritten by SAP2 Position
Title:Area Manager

dn: cn=SmithJ, ou=Active, ou=Users, o=xidtestco

changetype: modify

replace: title

title: Line Manager

# 54 rollback ID Vault givenName:Martha will be overwritten by SAP2 First
Name:Marthal

dn: cn=ReedM, ou=Active,ou=Users, o=xidtestco

changetype: modify

replace: givenName

givenName: Martha

# 54 rollback ID Vault telephoneNumber:852710166 will be overwritten by JDBC2
PhoneNumber:952710166

dn: cn=ReedM, ou=Active,ou=Users, o=xidtestco

changetype: modify

replace: telephoneNumber

telephoneNumber: 852710166
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# 54 rollback ID Vault mail:Martha.Reedy@xidtestco.com will be overwritten by AD2
mail:Martha.Reed@xidtestco.com

dn: cn=ReedM, ou=Active, ou=Users, o=xidtestco

changetype: modify

replace: mail

mail: Martha.Reedy@xidtestco.com

AD Rectification LDIF:

# 1 ID Vault title:Line Manager will overwrite AD2 title:Line Mgr
dn: cn=SmithdJ, ou=HR, ou=Paris, ou=FR,DC=xidtestco, DC=com
changetype: modify

replace: title

title: Line Manager

# 4 ID Vault telephoneNumber:020710105 will overwrite AD2 telephoneNumber:20710105
dn: cn=BrownR, ou=HR, ou=London, ou=UK, DC=xidtestco, DC=com

changetype: modify

replace: telephoneNumber

telephoneNumber: 020710105

# 10 ID Vault telephoneNumber:093410114 will overwrite AD2 telephoneNumber:93410114
dn: cn=TaylorR,ou=Engineering,ou=Auckland, ou=NZ, DC=xidtestco, DC=com

changetype: modify

replace: telephoneNumber

telephoneNumber: 093410114

# 16 ID Vault telephoneNumber:020410121 will overwrite AD2 telephoneNumber:20410121
dn: cn=Whitel, ou=Marketing, ou=Sydney, ou=AU, DC=xidtestco, DC=com

changetype: modify

replace: telephoneNumber

telephoneNumber: 020410121

# 19 ID Vault telephoneNumber:020410126 will overwrite AD2 telephoneNumber:20410126
dn: cn=ClarkK,ou=Call Centre,ou=Sydney, ou=AU,DC=xidtestco, DC=com

changetype: modify

replace: telephoneNumber

telephoneNumber: 020410126

# 46 ID Vault telephoneNumber:020710157 will overwrite AD2 telephoneNumber:20710157
dn: cn=MorrisM, ou=Communication, ou=London, ou=UK, DC=xidtestco, DC=com

changetype: modify

replace: telephoneNumber

telephoneNumber: 020710157
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AD Rollback LDIF:

# 1 rollback ID Vault title:Line Manager will overwrite AD2 title:Line Mgr

dn: cn=SmithJ, ou=HR, ou=Paris, ou=FR, DC=xidtestco, DC=com
changetype: modify

replace: title

title: Line Mgr

# 4 rollback ID Vault telephoneNumber:020710105 will overwrite AD2
telephoneNumber:20710105

dn: cn=BrownR, ou=HR, ou=London, ou=UK, DC=xidtestco, DC=com
changetype: modify

replace: telephoneNumber

telephoneNumber: 20710105

# 10 rollback ID Vault telephoneNumber:093410114 will overwrite AD2
telephoneNumber:93410114

dn: cn=TaylorR,ou=Engineering,ou=Auckland, ou=NZ, DC=xidtestco, DC=com
changetype: modify

replace: telephoneNumber

telephoneNumber: 93410114

# 16 rollback ID Vault telephoneNumber:020410121 will overwrite AD2
telephoneNumber:20410121

dn: cn=Whitel, ou=Marketing, ou=Sydney, ou=AU, DC=xidtestco, DC=com
changetype: modify

replace: telephoneNumber

telephoneNumber: 20410121

# 19 rollback ID Vault telephoneNumber:020410126 will overwrite AD2
telephoneNumber:20410126

dn: cn=ClarkK,ou=Call Centre,ou=Sydney, ou=AU,DC=xidtestco, DC=com
changetype: modify

replace: telephoneNumber

telephoneNumber: 20410126

# 46 rollback ID Vault telephoneNumber:020710157 will overwrite AD2
telephoneNumber:20710157

dn: cn=MorrisM, ou=Communication, ou=London, ou=UK, DC=xidtestco, DC=com
changetype: modify

replace: telephoneNumber

telephoneNumber: 20710157
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JDBC (Oracle Database):

Rectification Control File: Replace <staging_table_name> with the actual target table name.

load data

infile 'XID Test Project 1 Ent4 Rect JDBC2.txt'
append into table <replace with Staging Table Name>
fields terminated by ";" optionally enclosed by '"!'
trailing NULLCOLS

(

"EmployeeNumber"; "LoginName";"FirstName"; "LastName";"Location"; "Department";"Title"
;"EmailAddress"; "PhoneNumber"; "Mobile"; "AccountStatus" )

JDBC Rectification Data File:

"10000065"; "ReedM"; "Martha"; "Reed"; "Hong
Kong";"Marketing";"Manager";"Martha.Reedy@xidtestco.com";"952710166";"852720167";""

Rectification Control File rollback: Replace <staging table_name> with the actual target table name.

load data

infile 'XID Test Project 1 Ent4 Rect Rollback JDBC2.txt'

append into table <replace with Staging Table Name>

fields terminated by ";" optionally enclosed by '"!'

trailing NULLCOLS

(

"EmployeeNumber"; "LoginName";"FirstName";"LastName";"Location";"Department";"Title"
;"EmailAddress"; "PhoneNumber"; "Mobile"; "AccountStatus" )

JDBC Rectification Data Rollback File:

"10000065"; "ReedM"; "Martha"; "Reed"; "Hong
Kong";"Marketing"; "Manager"; "Martha.Reed@xidtestco.com";"952710166";"852720167";""
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New Project Workshop

The following is a guide for setting up a new project in XID. The new project will comprise a SAP
application at the core (primary/ID Vault) with Active Directory (AD) as the second application.

The following process uses the sample XID data. For this workshop it is recommended to use the
same names as used in the documentation.

Create New Project

Run XID: xid.exe

Click the ‘File’ menu and select ‘New’.

Click ‘Yes’ if prompted to clear the current project.

The ‘Customer’ (mandatory) is the name of the company who is undertaking the XID project.
The ‘System Integrator (SI)’ (optional) is the name of the SI or 3™ party performing the work
for the customer.

vk W

6. The ‘Project No’ (number) and ‘Project Name’ (both mandatory) should reflect the project
but can be any value set by the user. Avoid leading/trailing spaces and using more than a
single space between words. Once these values are set they cannot be changed once the
project has been created.

% xid Project Setup — x>

Project Setup - New ProlID:

Customer: |XID Test Co Applications

System
Integrator [S1); |
*optional

Project Mo |2

Project Name: |><ID SAP AD|

OO0 00

Path - Auto Detect or Manual |AUTD -

Output file delirmiter: |
Refresh

Path: |C:\temphsidiid. demo'

7. Path detection is automatic and is the location where XID is run from. The value should not
be changed.

8. Do not change the ‘Path’ setting from ‘AUTQO’ unless the data files have been separated from
the executable program.

9. If required, change the ‘Output file delimiter’ from the default comma to the ‘Windows List
Separator’ defined by the Windows Operating system running XID. If the delimiter is ‘tab’
then enter ‘#9’ without the quotes.

Page |47



10. Click ‘OK’ then click ‘OK’ again to close the ‘New Project created’ message box.

XID Aln

Mew Project created

Create New Applications

1. Click the ‘Projectl-Match’ tab.

% Exact Identity - XID - admin - O X
File Edit Repot Tools Window Help

= = [ Froject Name: XID SAP AD

Fath | Project]-Architect  Project!-Match | 2 App1-ent2_Schema | 3App1-ent3_Schema | 4.App1-entd_Schema | 5.App1-ent5_Schema | -

I~ Werbose Display
& | @
ﬁ R.Conf| Stop App1 "

Primary
Merge Authority

i " Appl " Application " None ‘
| S| || =] R mate]
Appl > App [App > Appl | Name
© ync C ignore a  spne O ignore l—
Merge Authority

j'  Appl " Application " None ‘
| El | ﬂ 2Mawd
Appl > App B | #pe-> Apel Name
© sne O ignore, P Cogne Cigoe) [
1~ Merge Authority

v | appt " Application  None ‘

| 5| || =] 5 maetf
[Appl > App——1 [ [ App > Appl Name

© sync C ignore a  spne C ignore

Merge Authority
<  Appl " Application " MNone ‘
[ = =] 5 maer]
Appl -> App B> [#ep > Appl Name

 sync O ignore q " sync (" ignore

‘Working with:
Progess: |
Status:

Page |48



2. The first application position denotes application 1 or the ID Vault if it exists. For this project
SAP is the primary application. From the application combo box select ‘SAP’.

Project Name: XID SAP AD

Project] Architect  Project]-Match I

Merge Authority
" Appl

3. Enter a name for the application. Avoid using spaces for the application name if possible.
This example uses ‘SAP2b’ for the application name.

ST XD

SAP “) App1
SAP™ PH'F:‘IEW Name
\ I |SAP2b

4. Select ‘AD’ from the application combo box in the second application position.
5. Enter a name for the application. The name ‘AD2b’ for the application name.

Merge Authority

AD hd " Appl " Application " Mone
LI | LI ugt Matcl:l
Appl -> App [ App-> Appl Name

* sync ( ignore & (¢ sync ( ignore |AD2b

6. Click ‘sync’ in the AD Subscribe box.
7. Click ‘sync’ in the AD Publish box.

9. Click ‘OK’ to close the save confirmation box.

8. Save the Project by clicking the ‘Save’ icon or by clicking ‘File’ then selecting ‘Save’.

e Note that the project application is only partly created and the application file
information must be completed as per the ‘Application Configuration’ section.
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10. Click the ‘Project1-Architect’ tab. The applications should be displayed as follows.

Project!-Architect | Project!-Match | 24pp1-AD_Schema | 3.App1-ent3 Schema |

‘s

o

=
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Application Configuration: SAP

1. Load SAP application configuration by clicking the ‘SAP’ icon in ‘Project1-Match’.
For a new configuration the 'User File' tab is selected. Once the information on this tab is
completed then the 'User Schema' will be the landing tab.

s xid Entity Confi |

ey N . App Type: SAP Project Mol
o anf File _Test_Froject_1_Ent_Z_confxml ntil
2: SAP2 Configuration o 14, T S L B e i
App Global
g;h' ons UserFile |UserSchema| Group | Security | HhAL | LDAF IAux | Special Av:t:nunt|
C\ldapxiditestcolinput File Infa Detect AUTO v Lineterm:  CRLF -
(Al DierEEgy Entity Input File xCosap.csy Capy
=y
= temp Input Type Cav -
=k
= ad deira CEV - Entittement delim Header? Opt. enclosed Quotes?
T —— , Y - v
Mumber of lines to skip atthe top of the 0
file excluding header
File list Fefresh
asAUTH.CSY | Skip lines that start with I
aaAJTH.LDIF m
aalDV.CsV H
salDY LDIF C3V Header [ *d Read c8V Header
aasapn.cev —

AD_Leaversl _BR_aux] bd
i:c?s_tlé;i:erﬂ_EE_Ent_W —auxt - Copy.ba Employee Mumber First Mame. Middle Mame, Last Name, Org Unit Location, Position Title Email Address Employm
AlMTeamCOPS.csv
Baseball_Master! 4.cow
Baseball_Master15.cev
hp_ad_enfitlernents1 it
HP_AD1 csw
HF_ADZ.cev
hp_adidif td
hp_adldit_old bt
hp_unix_gentitlements1 .t
hp_unixgroup.td

bm DR

File

"k

File Info
1. Change ‘Detect’ to ‘AUTQO’. This setting will use the XID file detection process.
2. Select ‘CRLF’ for ‘Line term’. For Windows systems ‘Carriage Return Line Feed’ is used for
terminating text file lines. Text files sourced from Unix/Linux systems can be Line Feed ‘LF
only. Select ‘LF’ if this is the line termination character.
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3. Select the SAP input file extracted for this project in the ‘File list’ box. For this example the

file is ‘xtcosapb.csv’ and represents a data extract from SAP. The File Directory should be set
to the 'input' folder from where XID was executed.

App Global
Path:

|C:emphidixid demotinput

File Directary

= CA
[ temp
(= wid
(= wid.demo

s INpUt

File list Refresh El

stcoad.csv
stcoadb.csy
stcoidyault. Idif
stcojdbe. sml
stcojdbe2. wml
stcoldap. |dif
stcoldap2 Idif
wtcozap.csy

xtcozapb.cay

4. Click the ‘Copy’ button to populate the ‘App Input File’ edit box.

File Directory App Input File  |=tcosapb.cav {8 Copu.

= Ch

& temp Input Type | vl
(= wd CSV - Entitlement delim | He
[ wid.demo

i INpU |

ader? Opt. enclosed Quotes?

N =] N =]

Skip lines that start with: |
File list Refresh E‘l

stcoad cav
stcoadb.csy
whcoidyault. [dif
stcojdbe. xml
wteojdbe2. sml
wtcoldap. |dif
stcoldap2. Idif
#hcO3ap. csv
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10.

11.

Select the extract file type from the ‘Input Type’ drop down box. The sample SAP extraction
file is of type ‘CSV'.
Input Type CSY -

Enter the CSV delimiter that is used in the application input file. The sample SAP extraction
uses a comma as the CSV delimiter. Enter the comma character ‘,’ (without the quotes) in
the ‘CSV delim’ edit box. If the delimiter is 'tab' then enter '#9' without the quotes.

If entitlements (such as groups for example) are included in the row then enter the
entitlement delimiter. Set this to semi-colon for this example.

CSY - Entitlement delirm

If the extraction CSV file has a header row then select ‘Y’ from the ‘Header Row?’ combo
box. The sample SAP extraction file uses a header row therefore ‘Y’ should be selected for
this sample.

Header? Opt. enclosed Quotes?

If the CSV attributes use enclosed quotes then select ‘Y’ from the ‘Opt. enclosed Quotes?’
combo box. Select ‘Y’ for this sample application.

If the file contains initials rows that are to be excluded at the beginning of the file then enter
the number of lines to skip. Enter the number of rows to skip but do not count the header
row if this exists.

Mumber of lines to skip at the top of the file excluding header |

If there are lines to skip that are identified by a pattern at the beginning of the row then
enter this pattern in the edit box 'Skip lines that start with:'.

Skip lines that start with: I
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12. For a CSV file, the CSV header can be read by clicking 'Read CSV Header".

CSW Header: | Piead CSV Header

Employee NMumber.First Mame. Middle Name Last Name, Org Unit Location.Position Title, Email Address. Employm

13. The CSV results are displayed in the edit box. A prompt is displayed requesting if the schema
is to be created or recreated based on the CSV header. Caution this will overwrite an existing
schema if it already exists. If the original schema is to be preserved, click 'No' to prevent the
overwrite. Click 'Yes' to create a new schema. The new schema is created but needs to be
edited to assign the correct, UID, GN (Given Name) and SN (Surname) as a minimum.
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SAP CSV Schema

A default schema file will be created based on the application name with a ‘_sch.xml’ suffix. The
schema file name can be changed and alternatively an existing template schema file can be
loaded. Loading a template will be discussed later in this section. The following will demonstrate
creating a new schema from the CSV extract.

1.

Click on the 'User Schema' tab.

The attribute list must follow the CSV attribute order. If there is a header row then it is
advised to name the attributes the same as those in the header. The following are the first
two rows of the sample SAP extract file. Note that the lines wrap in this document.

"Employee Number","First Name","Middle Name","Last Name","Org
Unit","Location","Position Title","Email Address", "Employment
Status","TEL NUMBER", "MOB NUMBER"

"10000001","James","null", "Smith", "HR", "Paris", "Area

Manager", "James.Smith@xidtestco.com", "Active","33110102","33120103"

The first attribute is ‘Employee Number’ which will be entered into the schema first.
Enter ‘Employee Number’ into the ‘Attribute’ edit box.

The ‘Attribute alternate name’ is optional. This is for LDAP schema types that can
have naming for LDAP compliance in addition to proprietary naming. Ignore the
alternate name.

The ‘Attr type’ provides alternate selections for LDAP schemas. For SAP the value
will be set to ‘CIS’ which is case ignore string. Alternatively the value could be set to
‘Number’ if it was sure that all of the values for the attribute were strictly numeric.
Select ‘SV’ to indicate the attribute is single valued.

The Length value indicates the maximum number of characters for the attribute.
Special: The special selection denotes attribute significance to XID. As XID cannot
assume significance of the attribute then this must be bestowed. The appendix has
the full description for all of the combo box items. The ‘Employee Number’ is the
unique value that will be used for primary matching to other applications. Select
‘UID’ from the Special combo box.

The appendix has a list of the expanded values for the combo boxes.

Schema File: [ID_SAP_AD_2_SAP2b_sch.ml ¥ Load Template | [ New

Attribute/Field

Attnbute altermate name [optional] Attr type SV/MY value Length Special

IE mployee Number

75 Add ‘ ’ Delelel & Clear ‘ Total Rows:

| CEE | ER N EE up |

Rows loaded to memony:0
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3. Click the ‘Add’ button. The value is populated in the schema list.

T} Delete | i Clear | Total Rows:1 Fiows loaded to memory: 1

CIS 5V 25 uib

- Ablank row is intentionally added below the last attribute in the schema.

4. The next attribute in the CSV extract is ‘First Name’.
- Enter ‘First Name’ in the ‘Attribute’ edit box.
- Set the ‘Attr type’ to ‘CIS'.
- Set the ‘Single/Multi Valued’ to ‘SV'.
- Setthe ‘Length’ to the character length value for the First Name. For this example
the value is ‘40’.
- Set the ‘Special’ value to ‘GN’.

Attribute/Field Attribute altermate name [optional] Attr type SV/MVY value Length Special
|First Narme | cs  «| sV «]]40 GHIED

5. Click ‘Add’ to add First Name to the schema.
6. The next attribute in the CSV extract is ‘Middle Name’.
- Enter ‘Middle Name’ in the ‘Attribute’ edit box.
- Set the ‘Attr type’ to ‘CIS'.
- Set the ‘Single/Multi Valued’ to ‘SV’.
- Set the ‘Length’ to the character length value for the First Name. For this example
the value is ‘40’.
- Click ‘Add’.

7. The next attribute in the CSV extract is ‘Last Name’.
- Enter ‘Last Name’ in the ‘Attribute’ edit box.
- Set the ‘Attr type’ to ‘CIS'.
- Set the ‘Single/Multi Valued’ to ‘SV'.
- Set the ‘Length’ to the character length value for the First Name. For this example
the value is ‘40’.
- Set the ‘Special’ value to ‘SN’.
- Click ‘Add’.
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8. Repeat the action as per the previous step for the remaining attributes in the following

table:
Attribute Attr type Single/Multi Length Special
valued
Employee Number CIS SV 25 uiD
First Name CIS SV 40 GN
Middle Name CIS SV 40
Last Name CIS SV 40 SN
Org Unit CIS SV 50 DEPT
Location CIS SV 80 LOCN
Position Title CIS SV 80
Email Address CIS SV 128 MAIL
Employment Status CIS SV 12
TEL_NUMBER CIS SV 20 TEL
MOB_NUMBER CIS SV 20 TEL
9. The resultant schema will look in XID as follows:
Schema File: |>{ID_SAP_AD_2‘_5AF‘2b_3|:h. xml ﬂ Load Template | I MNew
Aktribute/Field Attribute altemate name (optional] Attr type SW/MY value Length Special
| | jos | fsv  ~|fe | =
;'"' Add | 1-5 Delete | &" Clear | Total Rows:11 Flows loaded to memaory:11
Employes Number ClS SV 25 uiD
First Mame CIs Sy 40 GN
Middle Name CIS Sy 40
Last Mame CIS SV 40 SN
Org Unit cis SV 50 DEPT
Location cis SV a0 LOCH
Position Title CIS SV 80
Email Addiess Cls S 128 MAIL
Employment Status CIs =1 12
TEL_NUMBER Cis SV 20 TEL
MOB_NUMBER CIS Sy 20 TEL
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Schema table editing

Edit Cell

Changes can be made to the schema table. Click into a cell of the schema table that requires update.
Use the up|down|left|right arrow keys if required to access the cell to be updated.

Click the cell an additional time to change the cell mode to edit and change the value as required.
Press Enter to action the update.

Change Special information

If a cell requires information to be changed in the ‘Special’ column then access the special cell and
change the cell mode to edit. Delete or Add information as required. If adding special information
ensure the text matches the value from the Special combo box without leading or trailing spaces.

It is easier to double click the row to edit the information in the edit window. The edit row function
is shown below.

Move Row

XID schema row order must match the CSV extract files. If the CSV changes or if a row was defined at
an incorrect location then the row can be moved.

Click the shaded cell to the left of the ‘Attribute’ cell and drag the row up or down to the correct
location. The following shows the ‘mobile’ attribute being moved LDAP application.

g (VY Cls = 125
telephoneMumber Cls oY 25

4 mobile CIS =Y 25
ftle ! Cls v 50

Delete Row

Click into the row to be deleted and click the ‘Delete’ button above the schema table.
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Edit Row

Double click a row to open the edit schema row window.

Schema Row number: 2
Attribute

Aftribute Altername
Name (optional)

Attribute type

Single or Multi value (SV
or MV}

Length

Attribute special

Make changes to the schema entry then click 'OK' to save or 'Cancel' to abort

First Mame

CIS

=14

a0

GHN
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Account Control

The optional account control attribute defines the attribute used to determine if an account is
active. The value specified is for the account enabled state. The following will set the account
enabled information for the sample SAP application.

Remain in the 'User Schema' tab or click the 'User Schema' tab to return.
Click and highlight the attribute in the schema table used for account control. For this
example, the SAP attribute is ‘Employment Status’.

User File | User Schema | Group | Secury | 3L | LDAP | Aux |

Schema File: [XID_SAP_AD_2_SAP2b_sch.xmi 4 Load Template | e
Attrbute/Field Attribute altermate name [optional] Attr type SV/MY value Length Special
| | CENET N CUNNNET | TR B
¥iAdd | % Delete | i Clear | Total Rows:11 Rows loaded to memory: 11
Employes Humber CIs S 25 JID
First Name CIs 5V 40 GN
Middle Name CIs S 40
Last Name Cls =Y 40 SN
Org Unit CIs 5V 50 DEPT
Location CIs s 80 LOCH
Position Title CIs S 30
Email Address CIs = 128 MAIL
Employment Status CIs SV 12

3. Click the 'Security' tab.

4. Click the ‘Copy’ button to populate the ‘Account Ctrl attr:” edit box with the account control

attribute selected in the schema.

UserFieI UsarScherna' Group ><ML ] LDaP | A I
Value: |

Account Cie attr: lEranoyrnent Statug

5. Enter the value used to determine the value that determines that the account is active. In

this sample the value is ‘Active’.

Account Ciil attr: lEmponmentStatus E?; Copy | Value:
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Save Application

1. Click ‘OK’ to save the application selection. At this stage the information is saved to a memory
cache and will not be committed to disk until the project is saved.

=

3. Click ‘OK’ to close the save confirmation box.

2. Save the Project by clicking the ‘Save’ icon or by clicking ‘File’ then selecting ‘Save’.
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Application Configuration: AD

=
grosoky
1. Load AD application configuration by clicking the ‘AD’ icon in ‘Projectl-Match’.
¥ xid Entity Config - ®
. H { App Type: AD Project No:2 »
2: AD2b Configuration Cont Fle XID_SAP_AD_2_Ent_2_cork Ent:J:lZ l._:'

App Global
Path:

[E:\emptaidiid demotinput

File Directory

= CA
[ temp
= wid
(== wid.demo

File list Refiesh _E]

xtcoad. csv
wtcoadb.csv
wtcoidvault. Idif
stoojdbe.xml
stooidbe2 xml
steoldap. |dif
stooldap2 Idif
whcosap. csv
wtcosapb.cav

File

File Info

1. Set ‘Detect’ to ‘AUTQ’. This setting will use the XID file detection process.

User File 1Ussr8chema| Group | Security | ¥ML | LDAP | Aux |

File Info  Detect | v| Linetem: | =
App Input File I
Input Type -

CSY - Entitlement delim | Header? Opt. enclosed Quotes?

Mumber of ines to skip at the top of the file excluding header

Skip lines that start with: |

%\‘d Copy

o] Cancel Help

2. Select ‘CRLF’ for ‘Line term’. For Windows systems ‘Carriage Return Line Feed’ is used for
terminating text file lines. Text files sourced from Unix/Linux systems can be Line Feed ‘LF
only. Select ‘LF’ if this is the line termination character.

3. Select the AD input file extracted for this project in the ‘File list” box. For this example the file
is ‘xtcoadb.csv’ and represents a data extract from AD. The File Directory should be set to
the 'input' folder where XID was executed.
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4. Click the ‘Copy’ button to populate the ‘App Input File’ edit box.
. . . App Type: AD
2: AD2b Configuration Conf File: XID_SAP_AD_2_Ent_2_contxml
?;hﬁjlobal User File ] User Schema | Group | Secuity | *ML | LDAP | Aux |
[C-empidvid demotinput Fie Info  Detect [ 5] Linetom [ 3]
File Directory App Input File |ntcoa b osy
Ch
e et Type
id . .
E’E,H:did_demo 5W - Entitlement delim | Header? Opt, enclosed Quotes?

File list

% Input | N ~| N ~]

Mumber of lines to skip at the top of the file excluding header |

Skip lines that start with: |

Refresh &+

xtcoad.cav
xtcoadb.csy

5.

10.

11.

Select the extract file type from the ‘Input Type’ drop down box. The sample AD extraction
file is of type ‘CSV'.

Enter the CSV delimiter that is used in the application input file. The sample AD extraction
uses a comma as the CSV delimiter. Enter the comma character ‘,” (without the quotes) in
the ‘CSV delim’ edit box. If the delimiter is 'tab’ then enter '#9' without the quotes.

If entitlements (such as groups for example) are included in the row then enter the
entitlement delimiter. Set this to semi-colon for this example.

If the extraction CSV file has a header row then select ‘Y’ from the ‘Header Row?’ combo
box. The sample AD extraction file uses a header row therefore ‘Y’ should be selected for
this sample.

If the CSV attributes use enclosed quotes then select ‘Y’ from the ‘Opt. enclosed Quotes?’
combo box. Select ‘Y’ for this sample application.

If the file contains initials rows that are to be excluded at the beginning of the file then enter
the number of lines to skip. Enter the number of rows to skip but do not count the header
row if this exists.

If there are lines to skip that are identified by a pattern at the beginning of the row then
enter this pattern in the edit box 'Skip lines that start with:'.

User File l User Schema | Group | Security | #ML | LDAP | Aux |

File Info Detect: [AUTO  «| Line tem: |CHLF -

App Input File  |#tcoadb.csv %_ Cowl
Input Type csv - I

C5V - Entitlement delim | Header? Opt. enclosed Quaotes?
E v =y =

MNumber of lines to tkip at the top of the file excluding header |

Skip lines that start with: I
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AD CSV Schema

A default schema file will be created based on the application name with a *_sch.xml’ suffix. The
schema file name can be changed and alternatively an existing template schema file can be
loaded.

= Itis recommended to use the template method to load the AD schema. Once the

template is loaded return to complete the ‘Account Control’ section in this chapter
skipping the subsequent steps.

Template Method: See the ‘Schema Templates’ section further on in this manual if required.

The following example will demonstrate the use of templates using an Active Directory (AD)

application and will use the same information from the training workshop. The templates used
in this example are those shipped with XID.

Click the 'User Schema' tab.

Scroll to the top of the 'File list' scroll box and locate the schema files for AD. The files will
end with ‘_sch.xml’. The ‘XID_Test_Project_1_AD2_sch.xml’ template file contains the AD

schema shipped with XID which is a good base schema for the AD workshop application.
Note that this could be any previously created schema file.

3. Select 'XID_Test_Project_1_AD2_sch.xml’ in the File list box.
0 R H App Type: 8D Project No:2
2: AD2b Configuration Cont File: XID_SAP_AD_2_Ent_2_conf.xml Enlity2
f;hﬁjlobal User File User Schema 1 Group I Sacurity| ML I LDAF | A I
|C:temphaddhsid. demo Schema File: [XID_SAF_AD_2 ADZb_schuml ﬂl_oadTemmala
LEDR=cc Attribute/Field tflribute altemate name [optional) Attr type SV/MV value Length
[
=5 | | |
(== xid FiAdd *} Delete I d‘ Clear I Total Rows:0 Rows loaded to memory:0
£ image

Sp _ —
£ output

4. Click 'Load Template' load the schema.
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Manual Schema creation

The following details the manual schema creation excluding the template usage.

Click the 'User Schema' tab.

The attribute list must follow the CSV attribute order. If there is a header row then it is
advised to name the attribute names the same as those in the header. The following are the
first two rows of the sample AD extract file. Note that the lines wrap in this document.

dn, sAMAccountName, sAMAccountType, givenName, middleName, sn,displayName,initial
s,manager,employeelD, employeeNumber,1l,title, Department, mail, userPrincipalNam
e, telephoneNumber,mobile, cn, name, userAccountControl, lastLogon, lastLogonTimes
tamp, homeDirectory,profilePath

"cn=SmithJ, ou=HR, ou=Paris, ou=FR, DC=xidtestco, DC=com", SmithJ, 805306368, James,
null, Smith, James Smith,null,null,10000001,10000001,Paris,Line

Mgr, HR, James.Smith@xidtestco.com, James.Smith@xidtestco.com,33110102,33120103
,SmithJ, SmithJ, 514, null,null,\\xidtestcoParis\userdata$\SmithJ, \\xidtestcoPa
ris\profiles$\SmithJd

e The first attribute is ‘dn” which will be entered into the schema first.

- Enter ‘dn’ into the ‘Attribute’ edit box.

- The ‘Attribute alternate name’ is optional. This is for LDAP schema types that can
have naming for LDAP compliance in addition to proprietary naming. Ignore the
alternate name.

- The ‘Attr type’ provides alternate selections for LDAP schemas. For AD the value will
be set to ‘DN’ which is ‘Distinguished Name’.

- Select ‘SV’ to indicate the attribute is single valued.

- The Length value indicates the maximum number of characters for the attribute. Set
the value to ‘128’ for this example.

- Special: The special selection denotes attribute significance to XID. As XID cannot
assume significance of the attribute or field then this must be bestowed. The
appendix has the full description for all of the combo box items. The ‘dn’ is
significant as the LDAP object is referenced by its distinguished name (DN). Select
‘DN’ from the Special combo box.

- The appendix has a list of the expanded values for the combo boxes.
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3. Once the details have been entered, click the ‘Add’ button. The value is populated in the
schema list.

UserFie User Schema | Group | Securty | XML | LDAP | Aux |

Schema Fie: [XID_SAP_AD_2_AD2b_sch.xml ®% | 0ad Template | W New
Attibute/Field Attibute alternate name [optional] Attr type SW/MY value Length Special
- | e | e |

i Add | *} Delete | i Clear | Total Rows: Rows loaded ta memary:0

The attribute row is added. Note that a blank row is intentionally added below the last
attribute in the schema.

=1 Deletel ¢ Clear | Total Rows:1 Rows loaded to memory: 1

DN 5V 128 DN

The next attribute in the CSV extract is ‘sAMAccountName’.

- Enter ‘sAMAccountName’ in the ‘Attribute’ edit box.

- Set the ‘Attr type’ to ‘CIS’ (Case Ignore String).

- Set ‘Single/Multi Valued’ to ‘SV'.

- Set the ‘Length’ to the character length value for the First Name. For this example
the value is ‘80’.

- Set the ‘Special’ value to ‘ACCNT’. This indicates to XID that this attribute is the
account name specifier.

Attribute/Field Attribute altemate name (optional] Attr type SV/MY value Length Special
IsﬁMAccuuntName I [CIS ;I ISV ;I IBU l ;I
i Add % Delete | & Clear | Total Rows:1 Rows loaded to memany:1

4. Click ‘Add’ to add sAMAccountName to the schema.
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5. Repeat the action as per the previous step for the remaining attribute in the following table:
Note that ‘I’ is the lowercase letter ‘L’ as in location.

Attribute Attr type Single/Multi Length Special
valued

dn DN SV 128 DN

sAMAccountName CIS SV 80 ACCNT

sAMAccountType CIS SV 20

givenName CIS SV 40 GN

middleName CIS SV 40

sn CIS SV 40 SN

displayName CIS SV 80

Initials CIS SV 12 X

manager CIS SV 80

employeelD CIS SV 25 uiD

employeeNumber CIS SV 12

| CIS SV 50 LOCN

Title CIS SV 50

department CIS SV 40 DEPT

mail CIS SV 125 MAIL

userPrincipalName CIS SV 125

telephoneNumber CIS SV 25 TEL

mobile CIS SV 25 TEL

cn CIS SV 80

name CIS SV 80

userAccountControl CIS SV 25

lastLogon CIS SV 25 X

lastLogonTimestamp CIS SV 25 X

homeDirectory CIS Y 125 X

profilePath CIS SV 125 X

The ‘Rows loaded to memory’ must not exceed 20 attributes/fields. Total rows are limited to 50. An
‘X" in the Special cell excludes attributes/fields from memory.
Total Fows:25 Fows lnaded to memony20 <=
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Account Control

The optional account control attribute defines the attribute used to determine if an account is

active. The value specified is for the account enabled state. The following will set the account

enabled information for the sample AD application.

1. Remainin the 'User Schema' tab or click the 'User Schema' tab to return.

User File User Schema | Group | Secuity | XML | LDAP | Aux |

Schema File: [ID_SAP_AD_2_AD2b_sch.xml

Attrbute/Field Attribute altermate name [optional] Attr type

ﬂ Load Template |

SV/MY value Length

al

Special

71 Add | by Deletel Z"i.é':le"" | Total Rows: 25

| =l

Fows loaded to memorny: 20

=l

| =

litle CIs 5V 50

Department CIs SV 40 DEPT
mail CIs 5W 125 MalL
userPrincipalN ame Cls =Y 125

telephoneM umber CIs SV 25 TEL
mobile CIs s 25 TEL
ch ClIs = 80

name CIs S 30
userdccountContral CIs 5 25

2. Click and highlight the attribute in the schema table used for account control. For the sample

AD this attribute is ‘userAccountControl’.
3. Click the 'Security' tab.

4. Click the ‘Copy’ button to populate the ‘Account Ctrl attr:” edit box with the account control

attribute selected in the schema.

Account Ctrl attr: [usestccountControl

ER copy |

Value: |

5. Enter the value used to determine the value that determines that the account is active. In

this sample the value is ‘512’.

Account Cie attr: IuserAccountEontml

Eff_ Copy Value: |512
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Save Application

1. Click ‘OK’ to save the application selection. At this stage the information is saved to a memory
cache and will not be committed to disk until the project is saved.

=

3. Click ‘OK’ to close the save confirmation box.

2. Save the Project by clicking the ‘Save’ icon or by clicking ‘File’ then selecting ‘Save’.
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AD Matching Rules

The matching rules will be set at the second application. The first application or ID Vault does not
require the matching rule set.

The matching combo boxes are populated with the information from the application schema. The
left combo box is the primary application 1 or ID Vault. The right combo box is the application
represented by the application position.

1. Select the ‘Projectl-Match’ tab.
2. Click the left combo box on application 2 which is the AD application AD2b.

XID|

Primary Name
SAP2b
Merge Authority
AD i " Appl " Apphcation * Mone
& Ern lopes Numbe LI I ;I Uft ¥ atctl
EE’W’“‘, App1 > App B> [#ep > Appl— Name
@ sync ( ignore & & sync  ignore |.6.D2b

3. Select the application 1 attribute used for matching. For SAP (application 1) select ‘Employee
Number’.

4. Click the right combo box and select the application 2 matching attribute. For AD
(application 2) select ‘employeelD’.

Merge Authority

AD i " Appl " Apphcation * Mone
i~ IEmpInyee Nurnber LI ern loypeeM umber ;I ':"Et M atctl
E:‘; Appl > App > App -» Appl . Name
@ sync ( ignore & & sync  ignore | AD2b

5. Save the Project by clicking the ‘Save’ icon El or by clicking ‘File’ then selecting ‘Save’.
6. Click ‘OK’ to close the save confirmation box.
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AD Business Rules

The business rules section allows comparison of applications at an attribute level. Although 50 items
can be added to the schema, there is a limit of 30 business rules that can be defined. Not all of the
attributes need to be added and it is recommended to compare only relevant attributes for this
analysis phase.

The business rule combo boxes are populated with the information from the application schema.
The left combo box is application 1 or the ID Vault (IDV). The right combo box is the application
represented by the tab selected. This is also referred to as the Application.

1. Click the 2. App1-AD_Schema’ tab.
2. Click the left combo box which contains the schema for application 1 or the ID Vault. Select
the ‘First Name’ attribute from SAP.

Projectl -Alchitecll Froject]-Match  2App1-AD_Schema l 3.App1-ent3_5n::hema] 4.App1-ent4_5c:hema] 5
Merge Authority Appl-4D » |

s Appl " Application " None Schema Map A ] AD2b
. - Appl -> App [ App > Appl
Flrst N arne LI | —I *+ sync ignore. g sync " ignore

3. Click the right combo box which contains the schema for application 2. Select the
‘givenName’ attribute from AD.

Pmie-:t1-Ar-:hitec:tI Project] Match  24pp1-AD_Schema l 3Appl -ent3_5-:hema| 4.App1-ent4_5c:hema| E

Merge Authority Appl-4D P"' | AD2b
o« Appl " Application " None Schema Map g / =
|Filsl Mame LI |i _I Appl -» “‘PP [ [ 4pp > Appl

{* sync ignore @ * sync O ignore
Merge Authority -dn

" Appl shMaccountMar [ None
|_ Ll séMaccountT &ppl -> App [ [ Ape > Appl
" sync O gnorel s | O sync O ignore

4. For this example SAP ‘First Name’ is authoritative for this attribute. AD will subscribe from
changes from SAP but SAP will ignore changes from AD. Set this rule scenario as follows:
- Click ‘sync’ in 'App1 -> App' (Subscribe) to allow data from application 1 (SAP) to
application 2 (AD).
- Click ‘ignore’ in 'App -> App1' (Publish) to block data from application 2 (AD) to
application 1 (SAP).

Merge Authority App1-AD Py
= Appl ~ Application " Mone Schema Map A g
: _ Appl >App [ [App->Appl
|F|rstHarne Ll | _| * sync ignore @ " sync & agnore
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5. Set the global merge authority to be ‘App1’ by clicking ‘App1’ in ‘Merge Authority’. In the
absence of a defined 'sync'/'ignore' (‘Subscribe’/’Publish’) rule the merge authority will
arbitrate to determine which application is authoritative. The merge authority will also
determine authority if both attribute authoritative (‘Subscribe’ and ‘Publish’) rules are set to
‘sync’.

6. Repeat the previous steps to add attributes as per the following table. When ‘TEL_NUMBER’
is entered click ‘PgDn’ to continue entering rules on the next page. ‘PgUp’ will return the
focus to the first page of schema mappings.

Application 1 Application 2 Subscribe Publish Merge Authority
(IDV) (Application) Application 1 to Application 2 to

Application 2 Application 1
Middle Name middleName sync ignore Appl
Last Name sn sync ignore Appl
Org Unit Department sync ignore Appl
Location 1 sync ignore Appl
Position Title title sync ignore Appl
Email Address mail ignore sync Application
TEL_NUMBER telephoneNumber sync sync Appl
MOB_NUMBER mobile sync sync Appl
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Page 1 of the schema map should look as follows:

' Project Architect | Project-Match  2App1-AD_Schema | 3App1-ent3 Schema | 4AppT-entd_

o
IFlrst Marmne

»
j IgiverName

— 1

Appl-AD

Schema Map R
Ep) App > Appl—
q " sync (¢ ignore

o {
|Mi|:i:|b MName ﬂ |mid|:I=Name

Mo

Appl > App
@ sync © ignore

=l

" sync (¢ ignore

1

o

o
ILasl Name ﬂ Isn

Appl > dpp
& sync " ignore

=)

Ez rApp > Appl

[® [#App > Appl

el

0

»
j IDupa‘tmmt

Appl > &pp
* sync ¢ ignore

IEIrg Unit

=)

@ " sync (¢ ignore

B app > Appl—

1

q " sync (¢ ignore

" sync (¢ ighore

E"? |'App -> Appl

o { »
- Appl > App
|Lacatnn ;I II ;I Gppslq,n:c " ignore
rﬂ' (] ]

Appl > App

[Position Title | [ite & e £ ignore

=)

E’> App > Appl—
x| " sync (¢ ignore

1

o o
IEma'I Address j Ima'l

Appl -» dpp—
" sync  ignore

[}

% |'App - Appl

& sync O ignore

g C
[TEL_NUMBER +| [telephoneNumbr +

Appl > dpp
* sync ¢ ignore

L

~App -> Appl———
 sync (" ignore

B
a

7. Save the Project by clicking the ‘Save’ icon El or by clicking ‘File’ then selecting ‘Save’. Click

‘OK’ to close the dialog box.
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New Project Additional Application: LDAP

The following will cover the addition of a new application to the existing project.

Add LDAP Application

1. Click the ‘Project1-Match tab.

2. Select ‘LDAP’ from the application combo box in the next available application row.

Merge Authority
" | | et  Application  Mone ‘
: | l] | LI nft Matclj

~Appl > App | B [Aep > Appl | Name

" sync  ignore a " sync  ignore I

3. Enter the ‘Name’ for the new application. ‘LDAP2b’ is the name for the new application.

Project Mame: XID SAP AD

Projectl Aschitect  Project!-Match | 2 App1-AD_Schema | 3App1-LDAP_Schema | 4App1-ent:

E— XID

App1
Primary Name
|54P2b
Merge Authority
AD v " Appl " Application (+ MNone ‘
e |Ern|:||0,l,lee Number j |employeeNurnber J o3 Hatcd
@ ~Appl > App B App > Appl—
) + sync (" ignore a * sync ( ignore |AD2b
~Merge Authority
" Appl " Application " None ‘
l] | LI nz‘. Mat-:d
~Appl > App | [ [ App> Appl ]

" syne  ignore @ " sync  ignore ILDAPEH

4. Save the Project by clicking the ‘Save’ icon El or by clicking ‘File’ then selecting ‘Save’. Click
‘OK’ to close the dialog box.
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Application Configuration: LDAP

1. Load LDAP application configuration by clicking the ‘LDAP’ icon in ‘Project1-Match’.

¥ xid Entity Config — ®

. A A App Type: LDAP Project Na:2
3: LDAP2b Configuration Cort File: XID_SAP_AD_2_Ent_3_confuml Enty:3 H
App Global =
Path User File |UserSchema] Group | Secuity | XML | LDAP | Aux |
IC:\lemn\xid\xid‘derno\hwl File Info Detect:' d Line term: | LI
File Directory App Input Fie I Eﬁ. Copy
49
BE temp Input Type -
%": e TSV - Entilement dein | Header? Opt. enclosed Quotes?
[ NaN
Mumber of ines to skip at the top of the file excluding header
Skip lines that start with: |
File list Refresh 5|
#tcoad. csv

wtcoadb.csy
stcoidvault.Idif
steojdbe.xml
steojdbe xml
stcoldap. Idif
steoldap2 Idif
whcosap. csv
stcosapb.csy

File:

Cancel Help

File Info

1. Click the 'User File' tab if not already selected.
Set ‘Detect’ to ‘AUTQ’. This setting will use the XID file detection process.
Select ‘CRLF’ for ‘Line term’. For Windows systems ‘Carriage Return Line Feed’ is used for

terminating text file lines. Text files sourced from Unix/Linux systems can be Line Feed ‘LF
only. Select ‘LF’ if this is the line termination character.
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4. Select the LDAP input file extracted for this project in the ‘File list’ box. For this example the
file is ‘xtcoldap2.Idif’ and represents a data extract from LDAP.
5. Click 'Copy' to populate the 'App Input File' edit box.

3: LDAPZ2b Configuration

App Global
Path:

| C:\temp'aidisid demotinput
File Directory

= CA
(£ temp
(== wid
[ wid.demo

File list Refresh E‘l

stcoad.csy
stcoadb.csv
whcoidvault. Idif
stcojdbe. xml

stcoidbc2 xmi

wicoldap2 Idi

App Type: LDAP
Conf File: XID_SAP_AD_2_Ent_3_conf.xml

User File | User Schema | Group | Security | <ML | LDAP | Aux |

File Info  Detect: [auTd  +| Linetem: [CALF ~|

App Input File | stcoldap2. Idif

Input Type

CSY - Entitlement delim | Header? Opt, enclosed Quotes?

| I N =N =]

Number of lines to skip at the top of the file excluding header I—
Skip lines that start with: |

6. Select the extract file type from the ‘Input Type’ drop down box. The sample LDAP extraction
file is of type ‘LDIF’. Do not enter CSV details as they do not apply to LDIF files.

User File | User Schema | Group | Security | XML | LDAP | Aux |

File Info

Detect: |AUTO

»| Linetem: |CRLF -

App Input File InlcoldapZIdiF
Input Type LDIF -

=% Copy
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LDAP Schema

The schema attribute has to match that of its LDIF attribute counterpart. Although attribute
spelling is important, the case does not have to be exact. Attribute order is not a requirement
and not all attributes have to be entered into the XID schema. It is best to only load necessary
attributes into the XID schema. The following is the first User object in the sample LDAP LDIF file.

dn: cn=SmithJ, ou=Paris, ou=FR, o=xidtestco
givenName: James

sn: Smith

fullName: James Smith

uid: 10000001

ou: HR

1: Paris

mail: James.Smith@xidtestco.com
telephoneNumber: 33110102
mobile: 33120103

title: Line Manager
loginDisabled: FALSE

cn: Smithd

Template Method:

The following example will demonstrate the use of templates. The templates used in this
example are those shipped with XID.

1. Click the 'User Schema' tab.
Scroll through the 'File list' scroll box and locate the schema files for LDAP. The files will end
with “_sch.xml’. The ‘XID_Test_Project_1_LDAP2_sch.xml" template file contains the LDAP
schema shipped with XID.

3. Select 'XID_Test_Project_ 1 _LDAP2_sch.xml’ in the File list box.

. - . App Type: LDAP Project Mo:2
3' LDAsz Conflg uration Conf File: XID_SAP_AD_2_Ent_3_conf.xml Entity:3

e Bl UserFile  User Schema I Group | Security | XML | LDAP | Aux |

Path: ser File roup | Security "

|Ctemphuidisid demo Scherna Fie: [paD_SAP_AD_2_LDAPZb_sch.xml Load Template
File Directory Attibute/Field Attribute alternate name (optional) Attr type: SV/MV value Length 4

XD Test Project 1 LDAP2 sch.xml
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1 | | |
(= vid ¥ Add | *} Delete | ﬂ Clear | Total Rows: Rows loaded ta memory:0
£ image | | | |
£ nput
(£ output
File fist Refresh B |
wid_setup_proj.xmi A
XID_Test_Project_1_AD2_sch.xml
#ID_Test_Project_1_Ent_1_conf.xml
HID_Test_Project_1_Ent_2_conf.xml
#ID_Test_Project_1_Ent_3_conf.xml
HID_Test_Project_1_Ent_4_conf.xml
20 _Test_Project_1_Ent_5_conf.xml
XD _Test_Project_1_IDV_sch.xml
XID_Test Project 1 JDBC2_sch.xml



4. Click 'Load Template'.
5. The schema will be loaded with the following details.

Schema File |KID_SAP_AD_E_LDAPZ:_sch.:-:ml = oad Template! [ New
Attnbute/Field Attribute altemate name [optional] Attr lppe SV/MY value Length Special
| | S Y | | =
7 Add | +% Delete | & Clear | Total Rows:13 Rows loaded to memaory:13
DN 5V 128 DN
givenMName Cls SV 40 GN
sh CIs s 40 SN
fullM arme ClIs S 40 FN
uid CIs 5V 40 LD
ou cls SV 8 DEPT
| CIS S5V 80 LOCH
mail ClIs S a0 MAIL
telephoneM umber ClIs Sy 20 TEL
mobile cis 5V 20 TEL
title CIs S 40
loginDizabled BOL SV 12
ch cis 5V 40 ALCCNT

Manual Schema creation

The following details the manual schema creation excluding the template usage.

1. Click the 'User Schema' tab.

o The first attribute is ‘dn” which will be entered into the schema first.

- Enter ‘dn’ into the ‘Attribute’ edit box.

- The ‘Attribute alternate name’ is optional. This is for LDAP schema types that can
have naming for LDAP compliance in addition to proprietary naming. Ignore the
alternate name.

- The ‘Attr type’ provides alternate selections for LDAP schemas. For LDAP the value
will be set to ‘DN’ which is ‘Distinguished Name’.

- Select ‘SV’ to indicate the attribute is single valued.

- The Length value indicates the maximum number of characters for the attribute. Set
the value to ‘128’ for this example.
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- Special: The special selection denotes attribute significance to XID. As XID cannot
assume significance of the attribute then this must be bestowed. The appendix has
the full description for all of the combo box items. The ‘dn’ is significant as the LDAP
object is referenced by its distinguished name (DN). Select ‘DN’ from the Special
combo box.

- The appendix has a list of the expanded values for the combo boxes.

Schema File: [<ID_SAP_AD_2 LDAP2b_sch.xml % Load Template | M New
Attribute/Field Attribute alternate name (optional]  Attr type SV/MValued Length Special

Idn | |DN j |9v j |128 |jm j

2. Click the ‘Add’ button. The value is populated in the schema list.A blank row is intentionally
added below the last attribute in the schema.
3. The next attribute in the LDIF extract is ‘givenName’.
- Enter ‘givenName’ in the ‘Attribute’.
- Set the ‘Attr type’ to ‘CIS’ (Case Ignore String).
- Set ‘Single/Multi Valued’ to ‘SV'.
- Setthe ‘Length’ to the character length value for the First Name. For this example
the value is ‘40’.
- Set the ‘Special’ value to ‘GN’. This indicates to XID that this attribute is the Given
Name specifier.

4. Click ‘Add’ to add givenName to the schema.

Schema Fie: [XID_SAP_AD_2_LDAP2b_sch.uml % Load Template | [ New
Attribute /Field Attribute alternate name (optional]  Attr type SV/MValued Length Special

|giveniame | os  ~| sy +| 40 GIE

5. Repeat the action as per the previous step for the remaining attributes in the following
table. Note that ‘I’ is the lowercase letter ‘L’ as in location.

Attribute Attr type Single/Multi Length Special
valued

sn CIS SV 40 SN

fullName CIS SV 80 FN

uid CIS SV 25 uiD

ou CIS SV 80 DEPT

I CIS SV 50 LOCN

mail CIS SV 125 MAIL

telephoneNumber CIS SV 25 TEL

mobile CIS SV 25 TEL

title CIS SV 50

loginDisabled CIS Y 25

cn CIS SV 80 ACCNT
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Account Control

The account control attribute defines the attribute used to determine if an account is active. The
value specified is for the account enabled state. The following will set the account enabled
information for the sample AD application.

1. Click the 'User Schema' tab if not already selected.
2. Click and highlight the attribute in the schema table used for account control. For the sample
LDAP this attribute is ‘loginDisabled’.

UserFile User Schema | Group | Security | XML | LDAP | Aux |

Schema Fie: [XID_SAP_AD_2_LDAPZb_sch.xmi 4 Load Template | [ p
Attrbute/Field Attribute altermate name [optional] Attr type SV/MY value Length Special
| | E I
¥iAdd | % Delete | i Clear | Total Rows:13 Rows loaded to memarny:13
dn DN 5V 128 DN
givenMName CIs SV 40 GN
sn CIs S 40 SN
fullN armne Cls =Y 40 FN
uid CIs sV 40 Ui
ou Cls 5v 8 DEPT
| ClIs = 80 LOCM
miail CIs S 30 MalL
telephoneM umber CIs SV 20 TEL
mobile Cis 5y 20 TEL
title CIs =Y 40
laginDisabled BOL S 12

3. Click the 'Security' tab.

4. Click the ‘Copy’ button to populate the ‘Account Ctrl attr:” edit box with the account control
attribute selected in the schema.

5. Enter the value used to determine the value that determines that the account is active. In
this sample the value is ‘false’.

Account Chrl attr: |IoginDisabled ER Copy I Value: |false
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Save Application
1. Click ‘OK’ to save the application selection. At this stage the information is saved to a memory
cache and will not be committed to disk until the project is saved.

2. Save the Project by clicking the ‘Save’ icon El or by clicking ‘File’ then selecting ‘Save’.
3. Click ‘OK’ to close the save confirmation box.

LDAP Matching Rules

The matching rules will be set at the third application for this example.

The matching combo boxes are populated with the information from the application schema. The
left combo box is application 1 or the ID Vault. The right combo box is the application represented by
the application position.

Select the ‘Project1-Match’ tab.

Click the left combo box on application 3 which is the LDAP application LDAP2b.

Select the application 1 attribute used for primary matching. For SAP (application 1) select
‘Employee Number’.

XID

Primary Name
SAPZb
Merge Authority
" Appl " Application * Mone
IEmpIuyee Murnber LI IempluyeeN urnber LI ':'Et ¥ atCI:I
Appl -> App [ App-> Appl Name

* sync ( ignore & (¢ sync ( ignore |.6.D2b

Merge Authority
|LD.=3.F' vl  Appl " Application ¢ None

Il LI l El nEt Matc|

A B [ Ape-> Appl Name
First Name @ © wme C ignore| [IDAP2D

4. Click the right combo box and select the application 3 primary matching attribute. For LDAP
(application 3) select ‘uid’.

Merge Authority
|LD.¢3.F' 7| ™ Appl " Application i+ None
|Employee Number v | |uid | 5 Matclj
Appl > App ® App > Appl Name

& sync " ignore & (* sync (" ignore (| DAP2b
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5. Save the Project by clicking the ‘Save’ icon H or by clicking ‘File’ then selecting ‘Save’.

6. Click ‘OK’ to close the save confirmation box.

LDAP Business Rules

The business rules section allows comparison of applications at an attribute level. Although 50 items
can be added to the schema, there is a limit of 30 business rules that can be defined.

The business rule combo boxes are populated with the information from the application schema.
The left combo box is application 1 or the ID Vault (IDV). The right combo box is the application
represented by the tab selected. This is also referred to as the Application.

Click the ‘3. App1-LDAP_Schema’ tab.
Click the left combo box which contains the schema for application 1 or the ID Vault. Select
the ‘First Name’ attribute from SAP.
3. Click the right combo box which contains the schema for application 3. Select the
‘givenName’ attribute from LDAP.
4. For this example SAP ‘First Name’ is authoritative for this attribute. LDAP will subscribe from
changes from SAP but SAP will ignore changes from LDAP. Set this rule scenario as follows:
- Click ‘sync’ in 'App1 -> App' (Subscribe) to allow data from application 1 (SAP) to
application 3 (LDAP).
- Click ‘ignore’ in 'App -> App1' (Publish) to block data from application 3 (LDAP) to
application 1 (SAP).

5. Set the global merge authority to be ‘Appl’ by clicking ‘Appl’ in ‘Merge Authority’. In the
absence of a defined authoritative attribute (‘Subscribe’/’Publish’) rule the merge authority
will arbitrate to determine which application is authoritative. The merge authority will also
determine authority if both ‘Subscribe’ and ‘Publish’ are set to ‘sync’.

Merge Authority Appl-LDAP 3
‘s Appl " Application " MNone Schema Map 3
. — =7 [Appl > App E> App > Appl
|F|lslNarne —I |dn —I ¢ sync ¢ ighore &l " sync (¢ ignore
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6. Repeat the previous steps to add attributes per the following table. The last schema
mapping is 'MOB_NUMBER'. The business rules will fit on the first page of the schema map.

Application 1 Application 3 Subscribe Publish Merge Authority
(IDV) (Application) Application 1 to Application 3 to
Application 3 Application 1

First Name givenName Sync Ignore Appl
Last Name shn Sync Ignore Appl
Org Unit ou Sync Ignore Appl
Location | Sync Ignore Appl
Position Title title Sync Ignore Appl
Email Address mail Sync Ignore Appl
TEL_NUMBER telephoneNumber Sync Sync Appl
MOB_NUMBER mobile Sync Sync Appl

The schema map should look as follows:

P

Q

IFust Marme

\g

Appl-LDAP
Schema Map

[ [ 4pe > Appl
q " sync (& ignore

|Last Name

o

P

> App > Appl—— |
nc e grore
& C syne & ign

IEIrg Unit

=] Jou

1

o »

App > Appl

ILal::atinn

=1

& " sync (& ignore

E) App -> Appl
x| " snc % ignore

[Position Tite | |itle

=]

& sync (" ignore

—App -> Appl
" sync (¢ ignore

[Email Addiess  » | |mai

=]

—Appl > App

ITEL_NUMBEFI ;l |telepl'nmNurbn ;'

% sync O ighore

—App - Appl

" snc % ignore

—Appl > App
& sync  ignore

|MOB_NUMBER | |mobile

=]

—App -> Appl
& sync  ignore

—Appl > App

(& sync  ighore

—App - Appl

& sync O ignore

@av av av av
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7. Save the Project by clicking the ‘Save’ icon El or by clicking ‘File’ then selecting ‘Save’. Click
‘OK’ to close the dialog box.
8. Click the 'Project1-Architect' tab. The project will contain three applications:

Project Name: XID SAP AD
Project1-Architect | Project1-Match | 2App1-AD_Schema | 3.App1-LDAP_Schema
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New Project Additional Application: JDBC

The following will cover the addition of a new JDBC application to the existing project. JDBC covers
databases such as MS SQL, Oracle and MySQL.

Add JDBC Application

1. Click the ‘Project1-Match tab.
2. Select ‘JDBC’ from the application combo box in the next available application row.

Merge Authority

" Appl " Application " None ‘
| =l | | " Matc

Appl -> App [® [#Ape > Appl Name

T

sync { ignore @ " synec O ignore I

3. Enter the ‘Name’ for the new application. ‘JDBC2b’ is the name for the new application.

Project]-Architect  Proiect!-Match | 2,App1-AD_Schema | 3App1-LDAP_Schema | 4App1JDB

Ic XID
Primary MName
|54P2b

~Merge Authority
' " Appl " Application ¢ None ‘
(“ |Ernp|o,l,lee Number _| |emplcuyeeNurnber _I o b4 atcd
“‘i ~Appl > App B App > Appl Name
(e sync ( ignore @ * sync  ignore |AD2b
Merge Authority
LDAP " App ™ Application * None ‘
|Ernp|u,',lee Mumber ;] |uid LI nz:ll M at-:!l
~Appl > App | [ [ App> Appl
@ snc C ignore| q| @ ync © ignore| [IDAPZD
Merge Authority
" Appl " Application " None ‘
=l | =] R e
Appl -> App [® [#Ape > Appl

" sync C ignore| @@ " sync " ignore| |[1DBC2H
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4. Save the Project by clicking the ‘Save’ icon El or by clicking ‘File’ then selecting ‘Save’. Click
‘OK’ to close the dialog box.

Application Configuration: J]DBC
1. Load JDBC application configuration by clicking the ‘JDBC’ icon in ‘Project1-Match’.

File Info

Click the 'User File' tab if not already selected.

Set ‘Detect’ to ‘AUTQ’. This setting will use the XID file detection process.

Select ‘CRLF’ for ‘Line term’. For Windows systems ‘Carriage Return Line Feed’ is used for
terminating text file lines. Text files sourced from Unix/Linux systems can be Line Feed ‘LF’
only. Select ‘LF’ if this is the line termination character.

Select the JDBC input file extracted for this project in the ‘File list’ box. For this example the
file is ‘xtcojdbc2.xml’ and represents a data extract from JDBC.

5. Click 'Copy' to populate the 'App Input File' edit box.

) . . App Type: JOBC
4: JDBC2b Configuration Conf File: XID_SAP_AD_2_Ent_4_conf.sml
?;hﬁjlobal User File I User Scherna' Grnup] Security' KL ] LDAP | Auk I
[C;\temp\xid'\xid.demo\input File Info Detect: |AUTD vl Line term: |CF|LF vl
File Directary App Input File | stcojdbe2 xmi HE
[=CA

& temp Input Type
(= «id

B> sid demo cs tlement delim | Header? Opt, enclosed Quotes?

S INPUE | | |N ﬂ |N ﬂ
Number of lines to skip at the top of the file excluding header |

Skip lines that stait with: |

File list Refiesh -

stcoad, cay
stcoadb.csv

whcoidvault. Idif
stcojdbe. xml

6. Select the extract file type from the ‘Input Type’ drop down box. The sample JDBC extraction
file is of type ‘XML’. Do not enter CSV details as they do not apply to XML files.

User File } User Schema | Group | Security | XML | LDAP | Aux |

File Info  Detect [auTd  «| Linetem: [CRLF -]
&pp Input File IHlCUidbCZHW =% Copy
Input Type -
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XML Headers

The XML Headers define the encapsulating elements for the user object and identity record. Not all
of the elements have to be configured but the common element that encapsulates the user class
attributes/fields must be.

In the JDBC sample extract the common element that encapsulates the user class XML field elements
which begins with the <record> tag. The <record> start tag must be defined in the XML Headers
section. It is advised to configure the field type definition for a user class if there are other class
types defined in the JDBC XML extract file. In this example the user class definition element is <User>
and this can be entered in the XML Header configuration in the hierarchical order defined in the
JDBC XML extract file.

<User>
<Record>
<EmployeeNumber>10000001</EmployeeNumber>

</Record>
</User>

The field elements are not entered in the XML Header section as these elements are represented in
the XID schema.

Only the start tag definition is required. The end tag will be applied automatically and is not to be
added to the XML Header configuration.

1. Click the 'XML' tab.

User File| UserSchema' Eroup] Security | LDAP | A ]
AML headers
User class 1
<| >
¢| >
<| >
<| >
<| >

2. Click into the first element definition edit box under ‘XML Headers’ -> ‘User class 1’.

3. Optional: Enter the class definition element which is ‘User’ in this example. Do not enter
opening or closing characters (‘<’,’>’,’/’) and avoid spaces before and after the elements
definition.
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4. Click into the second element definition edit box and enter the next record encapsulating
element. In this example the second and final encapsulating element is ‘Record’. As the user
class fields are encapsulated directly by the ‘Record’ element then no other XML element
can follow ‘Record’ in the ‘XML Headers’ section. There is provision for five XML elements. If
an extract has more than five elements it is recommended to have at least two elements
defined in sequence up to and including the element directly encapsulating the user class
field elements.

User File | User Schema | Group | Security XML |LDAP | Aux |

#ML headers

User class 1
£ |User >

< IFIecorcI >

<| >
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JDBC Schema

The schema attribute/field name has to match that of its XML field element counterpart.
Although field spelling is important, the case does not have to be exact. Field order is not a

requirement and not all fields have to be entered into the XID schema. It is best to only load

necessary fields into the XID schema. The following are the header elements and the first two
records in the sample JDBC XML file.

<?xml version="1.0" standalone="yes" ?>
<User>

<Record>
<EmployeeNumber>10000001</EmployeeNumber>
<LoginName>SmithJ</LoginName>
<FirstName>James</FirstName>
<LastName>Smith</LastName>
<Location>Paris</Location>
<Department>HR</Department>

<Title>Line Manager</Title>
<EmailAddress>James.Smith@xidtestco.com</EmailAddress>
<PhoneNumber>33110102</PhoneNumber>
<Mobile>33120103</Mobile>
<AccountStatus>Active</AccountStatus>
</Record>

<Record>
<EmployeeNumber>10000002</EmployeeNumber>
<LoginName>JohnsonJ</LoginName>
<FirstName>John</FirstName>
<LastName>Johnson</LastName>
<Location>Seattle</Location>
<Department>Drafting</Department>
<Title>Line Manager</Title>
<EmailAddress>John.Johnson@xidtestco.com</EmailAddress>
<PhoneNumber>20610103</PhoneNumber>
<Mobile>20620104</Mobile>
<AccountStatus>Active</AccountStatus>
</Record>

A default schema file will be created based on the application name with a *_sch.xml’ suffix. The

schema file name can be changed and alternatively an existing template schema file can be

loaded.
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Template Method:

The following example will demonstrate the use of templates. The templates used in this
example are those shipped with XID.

1. Click the 'User Schema' tab.
Scroll through the 'File list' scroll box and locate the schema files for LDAP. The files will end
with ‘_sch.xml’. The ‘XID_Test_Project_1 LDAP2_sch.xml’ template file contains the LDAP
schema shipped with XID.

3. Select 'XID_Test_Project_1_LDAP2_sch.xml’ in the File list box.

4. Click 'Load Template'.

4: JDBC2b Configuration gﬁf?i'\:;:lg?sCAP_AD_z_En_at_cont. - Eﬁﬁiﬂ"“z
?;,E el User File User Schema | Group | Securty | XML | LD&P | Aux |
|C:empluidhvid demo Schema Fie: [XID_SAP_AD_2_JDBC2b_schwml w
e Attribute./Field Attribute alternate name (optional) Attr type  SY/MV value Length
e | | s | — | —
= wd i Add | +4 Delete | j Clear | Total Rows: Rows loaded to memary:0

£ image | | | |
£ input
£ output

File list Refresh El

wid_setup_proj,xml ~
KID_Test_Project_1_AD2_sch.xml

AID_Test_Project_1_Ent_1_conf.xml
KID_Test_Project_1_Ent_2_conf.xml
XID_Test_Project_1_Ent_3_conf.xml
KD _Test_Project_1_Ent_4_conf.xml
KID_Test Project_1_Ent_5_conf.xml

= Froje [ [}

5. The schema will be loaded with the following details.

Schema  File: [XID_SAP_AD_2_JDBC2b_sch.xml r
Attribute/Field Attribute alternate name [optional] Attr type SV/MY value Length Special
| | I I | IE
FiAdd | 3 Delete | j Clear | Total Rows:11 Fows loaded to memory:11
b |CIS ISV |‘I2 ||.I|D |
LoginM ame CIS Sy 80 ACCNT
FirstName cis S 25 GN
LastName CIs Sy 25 SN
Location cis SV 50 LOCN
Department CIS 1 60 DEPT
Title CIS Sy 40
Emaildddress Cis sV 128 MAIL
PhoneNumber CIs sV 128 TEL
Mabile CIs Sv 128 TEL
AccourtStatus CIs S 12
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Manual Schema creation

The following details the manual schema creation excluding the template usage.

1. Click the 'User Schema' tab.

The first field is ‘EmployeeNumber’ which will be entered into the schema first.
Enter ‘EmployeeNumber’ into the ‘Attribute/Field’ edit box.

The ‘Attribute alternate name’ is optional.

The ‘Attr type’ provides alternate selections for schemas. For JDBC the value will be
set to ‘INT” which is an integer number.

Select ‘SV’ to indicate the field is single valued.

The Length value indicates the maximum number of characters for the attribute or
field. Set the value to ‘20’ for this example.

Special: The special selection denotes attribute/field significance to XID. As XID
cannot assume significance of the attribute or field then this must be bestowed. The
appendix has the full description for all of the combo box items. The
‘EmployeeNumber’ is significant as this is the JDBC unique identifier that will be
used for matching. Select ‘UID’ from the Special combo box.

The appendix has a list of the expanded values for the combo boxes.

Schema File: [XID_SAP_AD_2_JDBC2b_sch.xml % Load Template | V' New

Attribute/Field

Attribute alternate name (optional]  Attr type SW/MValued Length Special

[E mplopeeNumber

| INT ~]sv >0 m

1. Click the ‘Add’ button. The value is populated in the schema list. A blank row is intentionally

added below the last attribute or field in the schema.
2. The next field in the XML extract is ‘LoginName’.

Enter ‘LoginName’ in the ‘Attribute/Field’.

Set the ‘Attr type’ to ‘CIS’ (Case Ignore String).

Set ‘Single/Multi Valued’ to ‘SV'.

Set the ‘Length’ to the character length value for the First Name. For this example
the value is 30’.

Set the ‘Special’ value to ‘ACCNT'’. This indicates to XID that this attribute is the
account name specifier.

Schema File: [XID_SAP_AD_2_JDBC2b_sch.xml ¥ Load Template | [ New

Attribute/Field

Attribute alternate name (optional]  Attr type SV/MValued Length Special

[L oginN ame

| s «|[sv  +| |30 (A= ~ |

3. Click ‘Add’ to add 'LoginName' to the schema.

Page |91



4. Repeat the action as per the previous step for the remaining fields in the following table:

Attribute/Field Attr type Single/Multi Length Special
valued
EmployeeName INT SV 20 uiD
LoginName CIS sV 30 ACCNT
FirstName CIS SV 40 GN
LastName CIS SV 40 SN
Location CIS SV 80 LOCN
Department CIS SV 80 DEPT
Title CIS SV 50
EmailAddress CIS SV 125 MAIL
PhoneNumber CIS SV 25 TEL
Mobile CIS Y 25 TEL
AccountStatus CIS SV 12

Account Control

The account control attribute/field defines the attribute/field used to determine if an account is
active. The value specified is for the account enabled state. The following will set the account
enabled information for the sample JDBC application.

1. Click or remain in the 'User Schema' tab.
2. Highlight the attribute in the schema table used for account control. For the sample JDBC
this attribute is ‘AccountStatus’.

UserFile User Schema | Group | Security | XML | LDAP | Aux |

Schema. Fie: [XID_SAP_AD_2_JDBC2b_sch umi ¥4 Load Template | r
Attribute/Field Attribute altermate name [optional] Attr type SV/MVY value Length Special
| | T N | =
FiAdd | % Delete | i Clear | Total Rows:11 Rows loaded to memony:11
EmployeeMumber CIs SV 12 UiD
LoginMName CIs S 80 ACCNT
FirstName CIs 5 25 GN
LastName CIs S 25 SN
Location CIs sY 50 LOCH
Department CIs SV B0 DEPT
Title CIs Sy 40
Emailtddress CIs 5V 128 MalL
PhoreMumber CIs 5V 128 TEL
Mabile CIs 5v 128 TEL
AccountStatus CIs S 12
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3. Click the 'Security' tab.

4. Click the ‘Copy’ button to populate the ‘Account Ctrl attr:’ edit box with the account control
field selected in the schema.

5. Enter the value used to determine the value that determines that the account is active. In
this sample the value is ‘Active’.

Use File | User Schema | Group  Security IXML | LoaP | Aux |

Accaunt Chil attr; |Account5talus h; Copy Value: |f—\CtiVE|

Save Application
1. Click ‘OK’ to save the application selection. At this stage the information is saved to a memory
cache and will not be committed to disk until the project is saved.

2. Save the Project by clicking the ‘Save’ icon H
Click ‘OK’ to close the save confirmation box.

or by clicking ‘File’ then selecting ‘Save’.
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JDBC Matching Rules

The matching rules will be set at the third application for this example.

The matching combo boxes are populated with the information from the application schema. The
left combo box is application 1 or the ID Vault. The right combo box is the application represented by
the application position.

Select the ‘Project1-Match’ tab.
Click the left combo box on application 4 which is the JDBC application JDBC2b.
Select the application 1 attribute used for primary matching. For SAP (application 1) select
‘Employee Number’.

4. Click the right combo box and select the application 4 primary matching attribute. For JDBC
(application 4) select ‘EmployeeNumber’.

Merge Authority

|JDBC - " Appl " Application s None
|Em|:-||:-_l,lee Mumber ﬂ Ern lovesMumbe j ':'23’. Marcl:l

Appl -> App App > Appl Name
* snc C ignore| @ | & sync O ignore| [JDBC2b

5. Save the Project by clicking the ‘Save’ icon H |
6. Click ‘OK’ to close the save confirmation box.

or by clicking ‘File’ then selecting ‘Save’.

JDBC Business Rules

The business rules section allows comparison of applications at an attribute level. Although 50 items
can be added to the schema, there is a limit of 30 business rules that can be defined. Not all of the
fields and attributes need to be added but there must be at least one rule defined before running a
report.

The business rule combo boxes are populated with the information from the application schema.
The left combo box is application 1 or the ID Vault (IDV). The right combo box is the application
represented by the tab selected. This is also referred to as the Application.

Click the ‘4. App1-JDBC_Schema’ tab.
Click the left combo box which contains the schema for application 1 or the ID Vault. Select
the ‘First Name’ attribute from SAP.

3. Click the right combo box which contains the schema for application 4. Select the
‘FirstName’ field from JDBC.

4. For this example SAP ‘First Name’ is authoritative for this attribute. JDBC will subscribe from
changes from SAP but SAP will ignore changes from JDBC. Set this rule scenario as follows:

- Click ‘sync’ in 'App1 -> App' (Subscribe) to allow data from application 1 (SAP) to
application 4 (JDBC).
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Click ‘ignore’ in 'App -> App1' (Publish) to block data from application 4 (JDBC) to
application 1 (SAP).

5. Set the global merge authority to be ‘Appl’ by clicking ‘Appl’ in ‘Merge Authority’. In the

absence of a defined authoritative attribute (‘Subscribe’/’Publish’) rule the merge authority

will arbitrate to determine which application is authoritative. The merge authority will also

determine authority if both ‘Subscribe’ and ‘Publish’ are set to ‘sync’.

Merge Authority

o Appl

" Application

" None

|Firsl M arme LI |FirstName LI

Appl -> App
{* sync O ignore @

| App1.JDBEC JDBC
Schema Map

App > Appl

6. Repeat the previous steps to add attributes as per the following table. The last schema

mapping is ‘MOB_NUMBER’. The business rules will fit on the first page of the schema map.

Application 1 Application 4 Subscribe Publish Merge Authority
(1IDV) (Application) Application 1 to Application 4 to
Application 4 Application 1

Last Name LastName sync ignore Appl

Org Unit Department sync ignore Appl

Location Location sync ignore Appl

Position Title Title sync ignore Appl

Email Address EmailAddress sync ignore Appl
TEL_NUMBER PhoneNumber sync sync Appl
MOB_NUMBER Mobile sync sync Appl
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The schema map should look as per the following image.

| Project!-Architect | Project!-Match | 2.App1-AD_Schema | 3.App1-LDAP_Schems 4.App1-JDBC_Schema | 5,

o
IFlrst MName

»
;l |F||stNam=

Appl > App
{* sync " ignore

1

=

App1-JDBC

JDBC

Schema Map

[ App > Appl

[LastName | |LastName

=]

q ~ sync & ignore

IEIrg Unit ;l IDq:atmmt

=

ILocatinn ;I ILal::ati:ln ;I

=] =]

[Email Address v | |Emaidddress |

“Appl > App ) [ [ App > Appl
@ snc O ignore @ " sync * ignore
~Appl->App | [D [ App > Appl

& sync " ignore @ " sync (+ ignore
“Appl > dpp > —App > Appl—
@ snc O ignore I ™~ sync * ignore
“hAppl > dpp > —App > Appl

& sync ¢ ignore | " sync * ignore
Appl > dpp ® &pp > Appl——
@ sync O ignore | ™ sync * ighore

1

o L
|TEL_NLIMBEFI ;I |Ph:|nsNurbar ;l

Appl > App—
& sync O ignore

B
d

App -> Appl
{* sync ¢ ignore

o »
[MOB_NUMBER +| [Mobile

Appl > App ]
& sync O ignore

L

=

B

App > Appl—
(& sync  ighore

e mral e Aaal

JDBCZb

7. Save the Project by clicking the ‘Save’ icon El or by clicking ‘File’ then selecting ‘Save’. Click

‘OK’ to close the dialog box.
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8. Click the 'Projectl-Architect' tab. The JDBC application is displayed.

Project Name: XID SAP AD
Project!-Architect | Project1-Match | 2.App1-AD_Schema | 3.App1-LDAP_Schema | 4.4pp1-JDBC_Schema |
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Schema Templates

A schema template can be an existing schema file whose content can be copied into the current
application schema. Once the schema is loaded it can be modified if necessary to include attributes

from the new application.

For systems such as Active Directory or eDirectory, the base schema can be a useful starting point
for a new application. Additional attributes can be added and attributes removed where needed.

The following example will demonstrate the use of templates using an Active Directory (AD)
application and will use the same information from the training workshop. The templates used in

this example are those shipped with XID.

Open the Application configuration and click the 'User Schema' tab.

Scroll to the top of the 'File list' scroll box and locate the schema files for AD. The files will
end with ‘_sch.xml’. The ‘XID_Test_Project 1 _AD2_sch.xml’ template file contains the AD
schema shipped with XID which is a good base schema for the AD workshop application.
Note that this could be any previously created schema file.

3. Select 'XID_Test_Project_1 AD2_sch.xml’ in the File list box.

2: AD2b Configuration EE:IT;I:;(TS_SAP_AD_LEnt_2_conf.xml ::iif'z"“z
?;hﬁ:lnbal User Fie User Schema | Group | Securiy | <ML | LDAP | Aux |
|C:\empvid\id demo Schema File: [XD_SAP_AD_2 AD2b_schoml
TSR Attribute/Field Aftribute alternate name [optional] Attrtype  SW/MVY value Length
=5 l | I | — | —
(== wid FiAdd + Delete | i Clear ‘ Total Rows:0 Rows loaded to memory:0

File list Refresh E

XD _Test Proi

£ image | | | |
£ nput
£ output

4. Click the ‘Load Template’ button in the Schema section.

Schema File: [<D_SAP_AD_2_AD2b_schxml

B | nad Template
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The schema grid populates with the attributes and settings from the template.

Schema File: [XID_SAP_AD_2_AD2b_sch.xml I~ New
Attribute/Field Attribute altermate name (optional) Attr tppe SV/MY value Length Special
| | I § I | | =
+iAdd | 3 Delete | ¢ Clear | Total Rows: 25 Rows loaded to memory: 20
A
DN 5V 128 DN
sAMAccountN ame CIs 5V 128 ACCNT
shMAccountType Cis S 12
givenM ame ClIs Sy 40 GM
middleN ame cIs sV 40
sn CIs Sv 40 SN
displayM ame CIs Sy 20
initials Cis 5V 12 X
manager CIs S 80
employeelD cis S 25 uiD
employeeNumber Cls =1 12
| Cis 5V 50 LOCN
litle cis 5V 50
Department CIs S 40 DEPT

5. Complete any other configuration required then click ‘OK’ to close the application
configuration preserving settings. Ensure the project is saved to permanently save the
application configuration.
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Special Account Mask

Special Account Mask allows service/admin etc accounts to be excluded at application load time.
This configuration is located on the 'Special Account' tab of the Application configuration.

User File | User Schema | Group | Security | XML | LDAP | Aux  Special Account

Special Account Select |Fi|e vl

special Account File

Special Account File |stcoidvaul_sam.tst E"?. Copy |

Special Account file fixed schema: Account Aftribute # Account Mask

Special Account Table

Special Account Attibute |cn

Special Account Mask | Eﬁ; Copy |

71 Add
i Delete
af Clear |

The 'Special Account Select' combo box is used to select the following:

o Off The Special Account Mask is ignored.

e Table Account Attribute and Mask are used in the 'Special Account Table' section.
=  Only a single attribute can be used to define all masks.
= Thereis a 40 item limit.

e File The File with delimited special accounts is used.
= The file rows are comprised of attribute/mask pairs delimited by the
hash '#' character.
=  The limit is attributed to system memory and performance impact.
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New Project Report

The following will demonstrate the generation of an encrypted detailed report. The process involves
generating a key that will be decrypted by Exact Identity Ltd (EID). The unlock key supplied by EID
will be used to decrypt the detailed report.

Run Report

1. Click the ‘Projectl-Architect’ tab. Use the left arrow control RALAN: necessary.
2. Select the ‘SAP’ and ‘AD’ applications by clicking the application icons. The application icon
will update with a green circle once selected.

Projecti-Architect | Project-Match | 2. 1Dv-AD_Schema | 3.0v-LDAP_Schema | 410v-JDB 4| »

3. Click the ‘Verbose Display’ checkbox to select this mode. Note Verbose Display is set for test
purposes only. For large reports it is recommended to set ‘Verbose Display’ to off.
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4. Click the ‘Report’ menu and select ‘Run’.

6 Exact Identity - XID - admir
File Edit Report Tools W
Run
Report Summary >
Report Detail
Report Config
1 Generate XID Key
2 Process XID Unlock Key
Clear Report

- Y

The following shows the completed report with 'Verbose Display' activated.

¥ Exact Identity - XID - admin - O X
File Edit Report Tools Window Help

ELEEARE Project Name: XID SAP AD

Patty [C-\tempidvid demo' Projectl-Architect | Project!-Match | 24pp1-AD_Schema | 3.App1-LDAP_Schema | 4App1JDBC_Schema | 5.4pp1-ent5_ Schema | 14pr ¢ | *

[+/]
R.Corf| Stop

EN\:\NPWD"“" 4g43IKPOjkJANAYGOCjsgpbd I¥] m“dhl]uﬁmmkDLBAWmeZMZVNXeIZILYA

ual

HuSAwLU 9l p0qR02K spD AWIGABISKoSMI kzFszcElEfgsv[lKWU pTHTFMCwuls¥iBDSUhRWyZVicD "S
uv'sK5HFgic1QVnKpre+nsuBABeccpliDi/NSiRitoKFB dAxivE+IBosAANE SVicDEFIgzF u2l Het “hagy ‘

FPhniw/ aBgtF3PJ T TJAQNKJanlemD 535 gl eulUG 30V o2jg7ptC2mubld+vmol BGnbRAE ank xE GNnD

IDD. i

AD2b accnts: 54

WRCEsGK2vN = ’
[Gs5piaPE | 352M q5MPuZUZ3Van2+W:gUDBuaplsNM e haninT Y 246vRIpi440 )€K UIST cf3p- vttt
Sy wll AWK weAvw/Bav+ U RV julvaOBHILSGIE 5
HIF 3LubcW G 006 WnwinpdQin/pszusWT GUKISysiH71hnll)JesNLIAN +CKKuHqZYKYUQ DoiPS 00 s g‘,:’;;ni‘u
i 2/eEB2N IbL5YST facKD:! ) oW CMBUKPR 83D S4P2b accnts: 56 :

Imp] 0
HuONgsnINYYBER o+ T v1gSxKPxK | dv1 T 2c04GvoDN st Gbahl pSavud 3mUfzLelG Y WNsOrewmt+
oKwiA+IJFf HGMLOu/GOSsimGA/S24T G1naPi3wSke+UKEZCM2/26unmalw/21 ab7Hool aa
(G 2ZvIFw aDudiCt4LUD 2vyspJBX A+ W riZvE GJ+ONHOPrLIBiayNtkS 33cD owcll+W/Mp7 /DS TZc/zUyt
A 11 1g€.
FTT4+3/fHyDIS77CKejyHghJx/UY pBD 0xk6I6i1 12 2b34Gbp5X7 26ckB3sT K3sCX Ay TWSJcHHDYSTI+Dye

N 3nyT 31 sbanmkcsKNyL 326 m qBCPHinLXkoHhMwZdk SrsOMOORAAQCKbtzsdHmIXdg

HGJK1ugD DESIZNRIBWOYLO+niE cUpaiT 3K pqT 70Wa+Dlu3sGSKIA4FMgH /9YH 239 xsjnd Fkferwkk 7 glfyth

G 3SBFLZYsulno7yet G 7RGEY43al 0 4gvdenl taZ7bPPepaGARAPRISKTIKG2vF GnEpoYBI2NSAwgzE 6

FTvI3GiD3CP1FOShT|dsxpMx33h0zLIB DIgBBELS +ctP 328N mhXGPDOHYP+hAYNC TimdgnZ0vbMS1.

780 bR 3ulvaid-Azivc0rd4 VIR diglonbYEY vallREF IBUREBIDICailhBHyw Ol 7urT HnO 2

HG pk 3G6q)ChAbwbHEBSWGF uPIT K vuBgCLk-+HOLIF chxPfwnK uek GoaP+LOHDY/BFPrizwOxéwdda
N

8ppcETkmuHasT otXe

GNv7onl DM 1ntvuxo0 cifR CKL 4F3MB 2QM50mwlo) 9C/1S 7n20LOwBpd< vk PEpR Y piZallueliRLaR 98T BI
262002t GXES sE Rkt biKeS7AK45:4<mA /1sME/AUMNi1 336 jpltiXvzHsRt
FTvi3GHD3ICP1FOShT IdsupMxI3h02Y GRUHZxACK25tDKKmOd+UBE1 dKGuctTm'f'piMTCpE jaSM vZES)
FPBAECvB xpP 286 0H a28hefH5G 30 1gaxAcy 3+21y5E mUBBFRycakl Kut7B CRI2v0vscgyS g+/GeDr
HCJosjin12¢2G27+UbSSZUvHRAWDG +27 7i2gGtYmwgB 04PKRRJrpo+oqQtC+/ 1BYU7HOPoF ZnéJMJ
GN7+AI4UBF johF 808w 7K dB 2cfcpGb 33t /BI7srK oL 3yS B<0gEHT vAGFbABL 10 2P /wUTPoPUHIILIs
NmfbGHT 2mG WL 4i25MiZ0JH st +mVnss32ThIokFCPLet
GYMAZRHC0AdIo2e 920 // 3V x0PSBLINGIMN D /DDEP2TVMYthA-TLZL1 mixfmY oz 7F +ZBLJvXkir
gsswO| N SRUKW l CISMO! "JRi7bL21

2]
BN mVH aQ|gD oarNeoDLpdTﬂprhndelWlH IhuyB U PnG kCl SWGGJQDIJDEELM AkwT DdviBtHrgrd'wl/4g)
h+Cle03ABIsPE EPsd35CW) BilaF F/UEOT fuwaSflselB528eZE

GN ?5EUaD +><us‘\ 2wh.lY b Sk 4CNsChi Fw\YZUZT F'B mBm+ T 3/0tsXBMsFRLAGN+ 7fllankll8Ket

Progess: [Nl
Status: Complete!

.|
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Report Summary

1. View the report summary by clicking ‘Report Summary’ and selecting ‘Summary’.

File Edit Report Tools Window Help

Run |
Report Summary ] Summary
Report Detail Summary Self
XID Reports X
Summary Report 2xipsapap Appiication Matching
Matching and Orphans Appl [PItoApp (S)-> | <-App(S)todppl [P) | _ [}-------moeeaiee
App | Accounts | In scope | Match-> | Omphan-> | <-Match | <-Oiphan \
SAP2b 56 56
4D2b 54 54 54 2 54 0
Business Fiules - Appl [P) to App (5] -> matched | ple————————— S FP——amaw 7
App | Description I Issues | Accnts Impacted ADZb
SAPZb SAPZb core data overwiite by AD2b 0 |I Accounts W Match M Orphans P-=S Wl Orphans S->P I
aD2b AD2b core data overwiite by SAP2b 37
Totals > 37 13
Business Rules
General
App | Account Control Discrepancy | Impacted | Detailed Items |
4D2b Active in S4P2b but inactive in ADZb 1
Report Totals
- T T W 40 Total Save
s T e Boomns
| | [ e Ez0mrphP Print
Discrepancy Totals O 37 Bus Rule
Report Section | Description | Sub Total | Detailed Total O 1Gen 0K
App Matching Orphan accounts: Appl - App 2 2 2T KL K v BT
System Matching Orphan accounts: App > Appl 0 1] Cancel
Business Aules  Data Flow 37 37
General Account Control 1 1 | _ _ i _ _
[p170919198316 Totals - Issues: 40 Detailed Report 40| o) WnA) W ol Lkro &

2. Print the report to the printer or file using the ‘Print’ button. Save the report to a file using
the ‘Save’ button.
3. Close the summary report by clicking ‘Cancel’.
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Detailed Report

1. The detailed report can be viewed in the current XID session by clicking ‘Report’ and
selecting ‘Report Detail’. Note the report will be limited if in demo mode or not
authenticated.

2. The report information is available on three tabs: ‘Match Orphans’ [matching
information], ‘Data flow’ [business rules] and ‘Report General’ [general information].
Use the horizontal and vertical scroll bars to view more columns/records.

Report Viewer
Match Orphans 1 Dala flow | Report General |
1] RowlD Operation |Dilective 1DV attrl DV attr2 DY attr3 1DV attrd App attr] App attr2 App attr3 |Descliplion
1 Orphan SAP2b-> ADZb 100000633 100000633 Kath Peterson Mo match 54
2 2 Orphan SAPZb-» ADZb 100000634 100000634 Becka Cookson No match 54

The decrypted report files will be available in the output directory. The report name suffix has the
‘_dcrypt’ suffix.

[] Name

iﬂ DRYOGA2daren150508092248_busrulegenv_dcrypt.csv
d DRYOGA2daren150508092248 entlrect_dcryptixt

d DRYOGA2daren150508092248_entlrectrollback_dcrypt.tut
d DRYOGA2daren150508092248 entlrect_dcrypt.ixt

d DRYOGA2daren150508092248_ent2rectrollback_dcrypt.tut
iﬂ DRYOGA2daren150508092248_matchorphans_dcrypt.csv
) DRYOGA2daren150508092248 reportlogen_dcrypt.csv

® Spread sheet tools should now be used for further analysis of the decrypted files.
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XID Functions

Open XID Project

Upon XID start, XID will open the last saved project. The following will demonstrate how to open
another XID project.

1. Save the existing project if changes have been made.
2. Click the ‘File’ menu and select ‘Open’.
3. Click ‘Yes’ when informed about clearing the existing project.

Ca—

@ The will clear the current project...Continue?

No |

A list of existing XID projects is displayed in the ‘File list’ box.

% xid Project Setup

Project Setup - Open Proill

Customer: I
System
Integrator (1} |
*optional

Project No: I

Project Name: I

Path - Auto Detect or Manud:l - l
Output file delimiter: |

900

F'alh:ll::\temp'\ui-:l‘«demn

File Directory File list
[= CA

= temp

= xid
| awdemo |
£ image
£ output

4. Select the project to open from the project ‘File list’. The example will select
‘XID_Test_Project_1_setup.xml’.
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5. The following dialog box requests confirmation to open the project. Click ‘Yes’ to open the
project.

Confirm

'e Open Project C:\temp\xid\demo\XID_Test_Project_1_setup.ml?

6. Click ‘OK’ to close the Project Setup window and to open the selected project.

Save XID Project

1. Save the Project by clicking the ‘Save’ icon El or by clicking ‘File’ then selecting ‘Save’.

0 ==

Project Saved!

2. Click ‘OK’ to close the save confirmation box.

Exit XID

i

To exit XID click ‘File’ and select ‘Exit’ or click the exit icon
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XID Desktop Controls

Check Multiple Matches.

Checked: When running a report XID will continue searching for further matches after the first
match. Further matches are recorded as duplicates.

Business Rule strict case.
Checked: When running a report, XID will invoke case sensitivity when comparing attribute items.
Match Rule strict case.

Checked: When running a report, XID will invoke case sensitivity when comparing matching rule
items.

Test Mode.

Checked: Will process a sample of the input files for test purposes. The edit box to the right of the
check box contains the value of the maximum number of records to sample. This value can be
changed to raise or lower the sample.

Verbose Display.

Checked: When running a report, XID will display all report processing information.

Unchecked: XID will display minimal report processing information.
LDIF verl1.

Checked: LDIF input uses ‘=’ instead of “’ to distinguish name/value pairs.
Unchecked: LDIF uses “:’ to distinguish name/value pair (default).

Base 64.

Checked: Enable XID to process base 64 information from LDIF files.

Unchecked: Do not convert to base 64 information to text.
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Appendix

Windows List Separator

The Windows system List Separator impacts how Windows references CSV files. The setting can be
checked as follows if unsure:

Access the Windows Control Panel.
Open ‘Region and Language’.
Select ‘Additional Settings’ from the ‘Formats’ tab (Windows 7) or ‘Customize’ from the
‘Regional Options’ tab (Windows XP, Windows Server 2003).

4. The ‘List Separator’ details the value used by Windows for CSV files. Note that Microsoft
Excel and other spread sheet applications will utilise this value when opening files from
Windows Explorer.
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Schema Combo Box content

Schema
Adtribute/Field

File: [SAP2b_schoml

E# Co Load
& cony | | Single/Muli |7 MNEW
Aftribute alternate name (optional] Aftr type “alued Length Special

| v|[sv ] uo  ~|

Fiadd | *iDeiete |  i# Ciear |

Attribute/Field Type:

Attribute or Field Type | Description

(Attr type)

CIS Case Ignore String: A string that can be comprised of any character and is
not case sensitive.

Number An integer or floating point number.

INT Strictly and integer number.

DN Distinguished Name: An LDAP object is referenced by its distinguished
name (DN). A DN is a sequence of relative distinguished names (RDN)
connected by commas.
An RDN is an attribute with an associated value in the form attribute=value;
normally expressed in a UTF-8 string format. The following table lists typical
RDN attribute types.

BOL Boolean: True or False | TRUE or FALSE | 1 0or 0

Single or Multi Valued Attribute Type: An LDAP attribute can be single (SV) or multi valued (MV) per

object.

Special: The special selection denotes attribute/field significance to XID. As XID cannot assume
significance of the attribute or field then this must be bestowed. The following table describes the
special combo box values that can be assigned to an attribute or field in the schema.

Special Combo Value | Description

ACCNT Specifies the attribute/field value is the account name.

GN Given Name.

SN Surname.

FN Full Name.

DN Distinguished Name.

uiD Unique Identifier. This identifies the primary unique attribute/field used for matching.
DEPT Department.

LOCN Location.

MAIL Email.

TEL Telephone/Mobile/Facsimile etc. number.

X The field is in the LDIF, XML or CSV file but will not be processed by XID. The

value will also be excluded in the memory load.

- orblank

No special attribute significance.
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Reserved Characters

The following table lists reserved characters that cannot be used in an attribute value without being escaped.

MNote See the guidance below the table about using the escape character with these reserved characters.

Reserved character Description Hex value
space or # character at the beginning of a string

space character at the end of a string

s comma 0x2C
+ plus sign 0x2B
" double quote Ox22
A backslash 0x5C
< left angle bracket 0x3C
= right angle bracket Ox3E
: semicalon 0x3B
LF line feed 0x0A
CR carriage return 0x0D
= equals sign 0x3D
/ forwards slash 0x2F
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XID reports in Microsoft Excel

The output report files can be opened by double clicking the file using Windows Explorer.

|ﬁ XID_Test_Project_1_busrulegen.csv 12/11/2012 23:29  Microsoft Excel Comma Separated Values File
@ XID_Test_Project_1_reportlogen.csv 12/11/2012 23:29 Micraosoft Excel Comma Separated Values File

If the delimiter value set in XID matches the list separator in Windows then the report will be
displayed with each field occupying a row and column in the spreadsheet application.

“Home Insert Page Layout Formulas Data Review View Team

% I:I [ﬁ_]_l Ruler Formula Bar Q E E E E :3[:: (11 view side by Side ::E

@] synchronous Scrolling

Workbook Views Show Zoom Wwindow
H55 MG £ Martha
A B C D i J
1 OperatiB Directive E IDV uid lz‘ IDV dn | - |14, Description E

55 [Match ID_Vault -> SAP2 10000065 cn=ReedM,ou=Active,ou=Users,o=xidtestco ll].l Matched on ID_Vault workforcelD to SAP2 Employee Number
| 56 |Orphan ID_Vault -» SAP2 20000065 cn=Bloggsl),ou=Active,ou=Users,o=xidtestco . Bl No match ID_Vault to SAP2

Important: Please ensure to close the report spreadsheet before running a new report in XID.

If the XID report is not loading correctly into the spreadsheet application then use the following
method to load the information:

1. Open the spreadsheet application. This example will use Microsoft Excel.
2. Click ‘Data’ and select ‘From Text'.

PR, o e o
Home  Insert  Pagelayout  Formulas | Data | Revi

;a ﬁl _?] jj “@ (3] connecti

& Prop

ions

I

From From  From From Other Existing Refresh
Access Web | Text Sources~ Connections | All~ = EditLinks

Get External Data Connections

Al | Get External Data From Text

A Import data from a text file. i E

@ Press F1 for more help.

3. Select the report then click ‘Import’.
4. Select ‘Delimited’ then click ‘Next’.

Text Import Wizard - Step 1 of 3

The Text Wizard has determined that your data is Fixed Width.

If this is correct, choose Next, or choose the data type that best describes your data.
Original data type
Choose the file type that best describes your data:

) Delimited - Characters such as commas or tabs separate each field.

| Fixed width - Fields are aligned in columns with spaces between each field.
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5. Select the delimiter set in XID. The Data preview should display the information in columns
as shown in the example.

Text Import Wizard - Step 2 of 3 @!

This screen lets you set the delimiters your data contains. You can see how your text is affected in the preview below.

Delimiters

Tab

Semicalon Treat consecutive delimiters as one

Text qualifier: |" El
Space

QOther: I:l

Data preview

eration Pirectiwve IDV uid [IDV dn I
atch LD Vault -> LDAP2Z 10000001 n=SmithJ,ou=Rkctive,ou=Users,o=xidtestco

atch LD Vault -> LDAP2Z 10000002 cn=Johnsond,cu=Active,ou=Users,o=xidtestco [a}
atch LD Vault -> LDARPZ 10000003 kcn=WilliamsM, ou=Rctive,ou=Users,o=xidtestco Ma
atch LD Vault -> LDAP2Z 10000004 n=BrownR,ocu=kctive,ou=Users,o=xidtestco s}
atch LD Vault -> LDAPZ N0000005 ken=JonesP.ou=Active.ou=Users.o=xidtestco a

6. Click ‘Finish’.
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Further analysis using Excel

With the report loaded, click ‘Filter’ in the ‘Data’ tab.

] 2 -

e e

Home Insert Page Layout Formulas Data Review View Team
; i TEDy TEh Iy [E connections 5, [ T ¢
- al -1 AlZ N
L% 3 == = = n@ . 2l .
Er Properties €
From From From From Other = Existing Refresh - z| sort Filter -
Access Web  Text Sources v Connections | Al = =2 Edit Links =
Get External Data Connections Sort & Filter

Al v & | Operation
A B C D
1 |Operation | ~ |Directive 1DV uid | ~ | IDV dn

4l sontatoz 0001 cn=SmithJ,ou=Active,ou=Users,o=xid
Zl sortzton 0002 cn=Johnsonl,ou=Active,ou=Users, 0=
Sort by Color y [0003 cn=WilliamsM,ou=Active,ou=Users,c
0004 cn=BrownR,ou=Active,ou=Users,0=x
= e 0005 cn=lonesP,ou=Active,ou=Users,o=xic
a ’ . 0 -
- 0006 cn=MillerL,ou=Active,ou=Users,o=xit
Text Eilters * 0007 cn=DavisB,ou=Active,ou=Users,o=xic
Search © | 0010 cn=WilsonE,ou=Active,ou=Users,o=x

[ (Select All)
.|l Match
----- Orphan

0012 cn=Andersonl,au=Active,ou=Users,o
0013 cn=TaylorR,ou=Active,ou=Users,0=xi
0014 cn=ThomasC.ou=Active.ou=Users.o=

Each report field has a combo box that can be used to select items to be analysed further.

The above example shows that the Orphan rows can be selected exclusively by deselecting ‘Match’
in the filter drop down of the ‘Operation’ column.

Important: Please ensure to close the report spreadsheet before running a new report in XID.

Starting XID forcing AUTO file detection.

There may be certain circumstances where the XID needs to be started using auto file detection if
the project is set to manual detection. A command line parameter ‘/AUTO’ can be set to force this
condition either at the command prompt or the Windows Start -> Run option as follows:

chtempi\wididemo’xid.exe /AUTO
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Troubleshooting

Issue starting XID

Blank Architect Screen

Application configuration not completed
After configuring and saving a project, the applications are not present when restart XID.

If the Application was defined in the matching screen without further configuration in the
application configuration to define ‘File Info’, the project will be aborted and XID will start without
that application or applications defined.

Redefine the application and complete at least the ‘File Info’ section in the application configuration.
Applications disappeared in an existing project

If this is an existing project and the applications have now gone then there could have been an issue
with the setup file.

Future versions will have a recovery in this case. A workaround for now is to edit to the
‘xid_setup_proj.xml’ file as follows:

1. Close XID.
Open the ‘xid_setup_proj.xml’ using a text editor such as Windows notepad. Do not use a
Word Processor or Spreadsheet application for this task.

The XML elements <xid-application-1> to <xid-application-5> will contain a value of O for no
application configured or 1 to indicate an application has been configured for the
corresponding application position in XID.

The following shows a project for four applications but the xid setup file is indicating that no
applications are configured.

<xid version>1</xid version>

<default project>l</default project>

<xid project projno="2">

<xid project Name>XID SAP AD</xid project Name>
<xid cust Name>XID Test Co</xid cust Name>
<xid-proj-path-automan>AUTO</xid-proj-path-automan>
<xid-proj-repout-delim>,</xid-proj-repout-delim>
<xid-proj-file>xid setup proj.xml</xid-proj-file>
<xid-application-1>0</xid-application-1>
<xid-application-2>0</xid-application-2>
<xid-application-3>0</xid-application-3>
<xid-application-4>0</xid-application-4>
<xid-application-5>0</xid-application-5>

</xid project>
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3. Up the XML elements <xid-application-1> to <xid-application-5> (only update those
necessary) changing the value of 0 to a 1 for the application that has been configured for the
corresponding application position in the XID project.

<xid version>1</xid version>

<default project>1</default project>

<xid project projno="2">

<xid project Name>XID SAP AD</xid project Name>
<xid cust Name>XID Test Co</xid cust Name>
<xid-proj-path-automan>AUTO</xid-proj-path-automan>
<xid-proj-repout-delim>,</xid-proj-repout-delim>
<xid-proj-file>xid setup proj.xml</xid-proj-file>
<xid-application-1>1</xid-application-1>
<xid-application-2>1</xid-application-2>
<xid-application-3>1</xid-application-3>
<xid-application-4>1</xid-application-4>
<xid-application-5>0</xid-application-5>

</xid project>

4. Save the setup file and exit the file editor.
5. Run XID. If the applications have not returned then contact XID support:
support@exactidentity.com

Error when running a Report

General I/0O error
Check to ensure that all XID files are closed in other applications such as a text editor or
spreadsheet. Restart XID.

Error 77

Error 77 is displayed when loading an application when there are an excess of 20 attributes/fields
specified to load to memory in the application schema configuration. Edit the application and place
an ‘X’ in the special cell of attributes/fields that are not required for matching or business rule
comparison. Continue excluding attributes/fields until the ‘Rows Loaded to Memory’ value reaches
20 or below.

Error 102, 103
Edit the application and ensure the following are set and correct:

File Info:

Detect

Line term

Input Type

System File

CSV delim (if CSV Input Type)

Check that the schema table matches the input file extract.
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Contacts

Exact Identity Limited
www.exactidentity.com

Email technical: support@exactidentity.com
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